Public Document Pack

CITY
LONDON

Audit and Risk Management Committee

Date: TUESDAY, 4 MARCH 2014
Time: 1.45pm
Venue: COMMITTEE ROOMS, 2ND FLOOR, WEST WING, GUILDHALL

Members:  Alderman Nick Anstee
Nigel Challis
Revd Dr Martin Dudley
Jamie Ingham Clark
Oliver Lodge
Alderman lan Luder
Jeremy Simons
Hilary Daniels (External Member)
Kenneth Ludlam (External Member)
Caroline Mawhood (External Member)
Roger Chadwick (Ex-Officio Member)
Jeremy Mayhew (Ex-Officio Member)
Hugh Morris (Ex-Officio Member)

Enquiries: Julie Mayer
tel. no.: 020 7332 1410
julie.mayer@cityoflondon.gov.uk

Lunch will be served in the Guildhall Club at 1pm

John Barradell
Town Clerk and Chief Executive




AGENDA

Part 1 - Public Agenda
APOLOGIES

MEMBERS' DECLARATIONS UNDER THE CODE OF CONDUCT IN RESPECT OF
ITEMS ON THE AGENDA

MINUTES OF THE PREVIOUS MEETING
To agree the public minutes and non-public summary of the meeting held on 28
January 2014
For Decision
(Pages 1-10)

OUTSTANDING ACTIONS OF THE COMMITTEE
Report of the Town Clerk
For Information
(Pages 11 -12)

NEW STRATEGIC RISK SR17 - SAFEGUARDING
Report of the Director of Community and Children’s Services
For Decision
(Pages 13 - 24)

STRATEGIC RISK 11 - FAILURE OF ANY DAMS UNDER THE OWNERSHIP OR
MANAGEMENT OF THE CITY OF LONDON CORPORATION: HAMPSTEAD
HEATH HYDROLOGY; HIGHAMS PARK LAKE
Joint report of the City Surveyor and the Director of Open Spaces
For Information
(Pages 25 - 46)

RISK MANAGEMENT UPDATE
Report of the Chamberlain
For Decision
(Pages 47 - 78)

2014/15 INTERNAL AUDIT PLANNING
Report of the Chamberlain
For Decision
(Pages 79 - 98)

INTERNAL AUDIT UPDATE REPORT

Report of the Chamberlain
For Information
(Pages 99 - 114)



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

INTERNAL AUDIT RECOMMENDATIONS FOLLOW UP REPORT
Report of the Chamberlain
For Information
(Pages 115 - 126)

INVESTIGATION UPDATE REPORT
Report of the Chamberlain
For Information
(Pages 127 - 136)

ANNUAL LETTER FROM DELOITTE ON THE CERTIFICATION OF GRANTS
CLAIMS
Report of the External Auditors
For Information
(Pages 137 - 144)

ANNUAL GOVERNANCE STATEMENT - METHODOLOGY
Joint report of the Town Clerk and the Chamberlain
For Decision
(Pages 145 - 162)

OFFICER SCHEME OF DELEGATION
Report of the Town Clerk
For Decision
(Pages 163 - 230)

COMMITTEE WORK PROGRAMME
Report of the Town Clerk
For Decision
(Pages 231 - 232)

POSITION OF THE DEPUTY CHAIRMAN AND OTHER CONSTITUTIONAL
ISSUES
Report of the Town Clerk
For Decision
(Pages 233 - 236)

QUESTIONS ON MATTERS RELATING TO THE WORK OF THE COMMITTEE
ANY OTHER BUSINESS WHICH THE CHAIRMAN CONSIDERS URGENT
EXCLUSION OF THE PUBLIC

RESOLVED: That under Section 100(A) of the Local Government Act 1972, the
public be excluded from the meeting for the following items on the grounds that they

involve the likely disclosure of exempt information as defined in Part | of the Schedule
12A of the Local Government Act.



20.

21.

22.

23.

24.

Part 2 - Non-Public Agenda

STRATEGIC RISK 11 - FAILURE OF ANY DAMS UNDER THE OWNERSHIP OR
MANAGEMENT OF THE CITY OF LONDON CORPORATION: HAMPSTEAD
HEATH HYDROLOGY; HIGHAMS PARK LAKE
Joint report of the City Surveyor and the Director of Open Spaces
For Information
(Pages 237 - 248)

EAGLE POND RESERVOIR
City Surveyor and Director of Open Spaces — Members are asked please to consider
this paper in conjunction with agenda items 6 and 20 - Strategic Risk 11
For Decision
(Pages 249 - 254)

PROJECT BE- TRANSFER OF ASSETS
Report of the Chamberlain and the Comptroller and City Solicitor
For Information
(Pages 255 - 272)

NON-PUBLIC QUESTIONS ON MATTERS RELATING TO THE WORK OF THE
COMMITTEE

ANY OTHER BUSINESS THAT THE CHAIRMAN CONSIDERS URGENT AND
WHICH THE COMMITTEE AGREE SHOULD BE CONSIDERED WHILST THE
PUBLIC ARE EXCLUDED



Agenda Item 3

AUDIT AND RISK MANAGEMENT COMMITTEE
Tuesday, 28 January 2014

Minutes of the meeting of the Audit and Risk Management Committee held at
Guildhall on Tuesday, 28 January 2014 at 1.45pm

Present

Members:

Alderman Nick Anstee Hilary Daniels (External Member)
Nigel Challis Kenneth Ludlam (External Member)
Jamie Ingham Clark Caroline Mawhood (External Member)
Jeremy Mayhew Roger Chadwick (Ex-Officio Member)
Oliver Lodge

Alderman lan Luder (In the Chair)
Jeremy Simons

In Attendance:
Deputy Michael Welbank (Chairman of the Planning and Transportation Committee)

Officers:

Chris Bilsland - Chamberlain

Caroline Al-Beyerty - Chamberlain's Department
Suzanne Jones - Chamberlain's Department
Paul Nagle - Chamberlain's Department
Sabir Ali - Chamberlain’s Department
Simon Murrells - Assistant Town Clerk

Neil Davies - Town Clerk's Department
Julie Mayer - Town Clerk's Department
Michael Cogher - Comptroller and City Solicitor
Paul Beckett - Department of the Built Environment
Nick Bennett - Moore Stephens

Heather Bygrave - Deloitte

Angus Fish - Deloitte

It was proposed by Roger Chadwick, seconded by Jeremy Simons and agreed that
Alderman lan Luder take the Chair.

Before commencing the business on the agenda, members stood in silence to
remember Robin Eve, who had recently passed away. Mr Eve had served on the
Audit and Risk Management Committee since its inception in 2011 and on the Court
of Common Council since 1994.

1. APOLOGIES

Apologies were received from Dr Martin Dudley and Hugh Morris.
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MEMBERS DECLARATIONS UNDER THE CODE OF CONDUCT IN
RESPECT OF ITEMS ON THE AGENDA
There were no declarations.

TO ELECT A CHAIRMAN IN ACCORDANCE WITH STANDING ORDER 29
The Committee proceeded to elect a Chairman in accordance with Standing
Order No 29. The Town Clerk read the list of members eligible to stand and
Alderman Nick Anstee, being the only member willing to serve, was duly
elected Chairman for the remainder of the ensuing year and took the Chair.

TO ELECT A DEPUTY CHAIRMAN IN ACCORDANCE WITH STANDING
ORDER 30

The Committee proceeded to elect a Deputy Chairman in accordance with
Standing Order No 30. Mr Nigel Challis and Mr Ingham expressed a
willingness to serve and, following a ballot of 4/3, Mr Challis was duly elected
Deputy Chairman for the remainder of the ensuing year.

LATE CHAIRMAN VOTE OF THANKS:

RESOLVED UNANIMOUSLY -

THAT, the members of the Audit and Risk Management Committee wish to
record their sincere thanks to

JEREMY PAUL MAYHEW
for his excellent work as their Chairman.

As Chairman, he has been deeply committed to ensuring that the City has the
highest standards of integrity, transparency and accountability.

During his term of office, as the Committee’s first Chairman, he has developed
the governance and content of meetings and challenged those areas which
required more explanation and action.

He has overseen the appointment of three external members to the Committee;
ensuring that the City receives the highest calibre of external scrutiny and,
under his chairmanship, the Committee piloted the first independent audit
appointment panel; appointing Moore Stephens to the Corporation’s non-local
authority functions.

He has been supportive of the Head of Audit and Risk Management in
promoting the independence of the internal audit function; positioning it at the
core of the City’s risk, governance and control arrangements. As a result,
Internal Audit have been fully supported in increasing the visibility and impact of
their work and have improved the timeliness with which senior management
responds to audit reports and implements agreed recommendations.

He has also encouraged a wider understanding of the City’s strategic risks and
championed the improvements in the City’s Risk Management arrangements.
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Under his Chairmanship, he facilitated the debate on strengthening the
accounting standards applied to City’s Cash, which resulted in them being
prepared under UK Generally Accepted Accountancy Practice (UK GAAP) and
the full set of accounts being published.

In thanking him for his enthusiasm, commitment and supportive approach to the
City’s finance, audit, risk and governance functions, his colleagues hope that
his services to the City of London Corporation will long continue and wish him
well for the future.

MINUTES OF THE PREVIOUS MEETING

RESOLVED, that: the minutes and non-public summary of the meeting held on
11 December 2013 be approved as a correct record, subject to an amendment
under ‘Declarations of Interests’. Members noted that Mr Ingham Clark was not
a member of the Guildhall Club Committee.

OUTSTANDING ACTIONS OF THE COMMITTEE
Members received a report of the Town Clerk and noted those items which
would be discharged on today’s agenda and updates to some existing ones.

In respect of the emerging Strategic Risks for the Oracle and Agilisys upgrades,
the Chamberlain was heard and advised members as follows:

e This project was typically an ‘opportunity risk’ and would move onto the
Strategic Risk Register, if appropriate.

e The Information System Sub Committee had formed a reference group
to oversee the governance arrangements supporting the Agilisys
contract.

e The Data Centre had moved to a more secure location.

e Oracle’s functionality would be fully exploited in order to recoup the
capital investment.

e Many organisations were looking at shared services and the City was
working with Westminster. Members noted that there was a ‘One
Oracle’ project being led by London Councils.

RESOLVED, that:
1. The following items be discharged from the Outstanding Actions list:

e The Risk Management Improvement Plan

e Emerging Strategic Risks — Agilisys and Oracle upgrades

e Cash Handling and Banking Audit, which had been minuted in the
confidential part of this agenda and added to the work plan for a further
review in November 2014.

¢ Internal Audit Satisfaction Review
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¢ Anti-fraud on-line training course, which was subject to an update report
on this agenda and would receive a further review in January 2015.

2. The following updates be made to the Outstanding Actions list:

¢ International Centre for Financial Regulation

Members noted that an individual had been charged and the Committee
would receive an update on the outcome of the Court Hearing. In
response to questions about due diligence, the Chamberlain confirmed
that this was undertaken on all policy and financial contributions,
including charitable donations and the City was particularly aware of
reputational risk. = Members noted that the arresting officer had
concluded that none of the foundation partners could have foreseen the
fraud.

e Peer Review
This had been scheduled for the last week of February, to be conducted
by the Head of Audit and Risk Management of Croydon Council. The
outcome would be reported to the Committee in May 2014.

STRATEGIC RISK REVIEW (SR4) - PLANNING POLICY

The Committee considered a report of the City Planning Officer, setting out
Strategic Risk 4, in respect of Planning Policy. The Chairman welcomed the
Chairman of the Planning and Transportation Committee. The Chairman (of
the Audit and Risk Management Committee) felt that the risk was being
managed well and this was endorsed by the Chairman of the Planning and
Transportation Committee, who saw no reason to change the current risk level.

RECEIVED

STRATEGIC RISK REVIEW (SRS5) - FLOODING IN THE CITY

The Committee considered a report of the Director of the Built Environment,
setting out Strategic Risk 5, in respect of Planning in the City. During the
discussion the following items were raised/noted:

e All planning applications for at risk locations were required to be
accompanied by a site-specific flood risk assessment. Existing
premises were made aware of the risk, and the measures to improve
flood resistance and resilience, by the Corporation’s Contingency
Planning Group.

e The Draft Local Flood Risk Management Strategy would soon be
presented to the Planning and Transportation Committee, before being
subject to public consultation. It was likely to be refined and adopted
later in 2014.

¢ Regarding surface water flooding risk in the Fleet Valley and behind the
Thames river walls; the Director explained that engineering solutions,
such as major new drainage pipes or storage tanks, were either
impractical, in such a constrained location, or not cost effective and were

Page 4



therefore not supported by the Environment Agency. Instead, greater
use would be made of sustainable drainage designs, combined with
greater emphasis on flood resistance and resilience measures for
occupiers at risk. Members felt that engineering solutions should be
investigated further and that the effect of the overtopping of the dams at
Hampstead Heath should also be considered. The Chairman of the
Planning and Transportation Committee acknowledged this request.

RESOLVED, that:

1. That engineering solutions, as outlined above, be investigated further by
the Planning and Transportation Committee, along with the effect of the
overtopping of the dams at Hampstead Heath.

2. That the outcome be reported back to Audit and Risk Management
Committee.

RISK MANAGEMENT UPDATE - RISK REGISTER

The Committee considered a report of the Chamberlain, which provided an
update on the Strategic Risk Register and the progress to date on the Risk
Management Improvement Plan, which now incorporated the recommendations
from the independent review. Members noted that they would soon see
evidence of a more sophisticated approach to risk reporting. Officers advised
that there had been no significant movement on the Strategic Risk Register
since the last meeting of the Committee.

During the discussion, the following matters were raised/noted:

e In respect of SR3 - Financial Stability, a member suggested that this
should go to ‘green’ once the savings had actually been delivered. The
Financial Services Director advised that she would report back to the
Committee if she had any concerns about this risk.

o City of London Procurement Services was being managed satisfactorily
on the Chamberlain’s Risk Register.

e The Improvement Plan would be fully implemented by the end of the
2014/15 Financial Year.

RECEIVED

FRAUD AWARENESS TRAINING - UPDATE REPORT

The Committee considered a report of the Chamberlain, which provided an update
on the status of completion of the Fraud Awareness on-line training course. At
the Audit and Risk Management Committee on 11th December 2013, members
agreed that they expected completion of the Fraud Awareness training, by each
Department, to exceed 90% by Friday 17th January 2014. The Chairman insisted
that those Chief Officers, who had not achieved at least 90% completion, would
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1.

be expected to attend the Audit & Risk Management Committee meeting on 28th
January 2014 to explain why.

The Chamberlain advised that he had escalated the areas of non-compliance to
the Chief Officers and compliance was now above 90%. The small areas of
non-compliance were being closely monitored, to ensure that all those in high
risk positions had been targeted. However, members noted that there might
always be some legitimate reasons for non-compliance.

RESOLVED, that:

The Committee receive an update on Fraud Awareness Training in January
2015, in order to capture the effectiveness of including new members of staff,
follow-ups and officers returning to work after maternity/paternity leave.

INTERNAL AUDIT CUSTOMER SATISFACTION REVIEW

The Committee considered a report of the Chamberlain, which provided an
update on the internal audit satisfaction review reported to the September 2013
Audit and Risk Management Committee. Members noted that there had been
further Chief Officer engagement meetings during December 2013 and January
2014. Over the last two months, structured customer interviews, led by the
Business Support Director had been held with four more Chief Officers and one
senior manager. The feedback from Chief Officers and senior managers
continued to be positive.

During the discussion the following matters were raised/noted:

e A sufficient number of audits must take place before the Head of Internal
Audit could give his annual opinion. Provision of advice and guidance to
departments would be managed so that Internal Audit’s ability to provide
an independent assurance was not compromised. The Head of Internal
Audit and Risk Management advised members that his staffing
resources were stable for the next 3-4 months.

e Departments must fully utilise their own resources in implementing
changes to systems and processes and not be dependent on the
Internal Audit Team on any advisory role.

e Participation in the survey had not been delegated to less senior
managers.

e The review of the ‘green, amber and red’ definitions would involve
engagement with Chief Officers, the new Chamberlain and Committee
Members.

RECEIVED
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12.

13.

14.

15.

CITY OF LONDON CORPORATION - CITY FUND - PLANNING REPORT TO
THE AUDIT AND RISK MANAGEMENT COMMITTEE

The Committee considered the External Auditor's Annual Plan for City Fund.
The Financial Services Director had met with both sets of auditors and
highlighted the following three risks:

1) Transfer of Assets: Project BE.

2) Pensions liability on balance sheets was difficult to disaggregate. An
estimate would be made, if possible.

3) Crossrail (i.e. £200m from City Fund and £50m City’s Cash), which was
still under negotiation.

The Director also confirmed that she was satisfied with the fees estimate but
they were still to be finalised.

RECEIVED

CITY OF LONDON CORPORATION - PENSION SCHEME - PLANNING
REPORT TO THE AUDIT AND RISK MANAGEMENT COMMITTEE

The Committee received the External Auditor's Annual Plan for the Pension
Scheme. The External Auditor was invited to comment and advised that
disclosures were not monetary adjustments.

RECEIVED

BRIDGE HOUSE ESTATES, CITY’S CASH, CITY’S CASH TRUSTS, THE
CORPORATION’S SUNDRY TRUSTS AND OTHER ACCOUNTS

The Committee considered the External Auditor's Annual Plan for City’s Cash.
The External Auditor for City’s Cash had nothing further to add and both sets of
Auditors confirmed that they would be working together, when appropriate.

RESOLVED, that:

The Comptroller and City Solicitor's report, on role of CoLC as Trustees of
Bridge House Estates, be presented to the next meeting of the Audit and Risk
Management Committee for further debate.

DECISIONS TAKEN UNDER DELEGATED AUTHORITY
The committee considered a report of the Town Clerk setting out the decisions
taken under delegated authority since the last meeting, as follows:

External Members

The Committee received a report of the Town Clerk and noted an action taken
under delegated authority since the last meeting of the Committee. At the
meeting on 11 December 2013, members agreed that the terms of the External
Members’ re-appointments be staggered to 3 and 4 years, with final agreement
delegated to the Town Clerk, in consultation with the Chairman and Deputy
Chairman of the Audit and Risk Management Committee. Subsequent to the
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16.

17.

18.

19.

20.

meeting, the Chairman contacted both members and they agreed that Caroline
Mawhood would be appointed for 4 years and Kenneth Ludlam for 3 years.

Further to the formal approval of their re-appointments at the Court of Common
Council on 16 January 2013, the Chairman welcomed the Ms Mawhood and Mr
Ludlam for their further terms.

RECEIVED

COMMITTEE WORK PROGRAMME
Members considered a report of the Town Clerk, setting out the Committee’s
work programme for the following year and noted the additions since the last
meeting, which were shown in italics.

In response to questions, members noted that the Committee Effectiveness
Review would be based on a repeat of the questionnaire to Members, but the
wording would be reviewed in light of the recently updated: (a) practical
guidance from CIPFA on Audit Committees; and (b) Audit and Risk Assurance
Committee Handbook from HM Treasury. Some questions would remain the
same in order to build up a trend analysis.

RESOLVED, that:

The Committee Effectiveness Review include the experiences of Chairmen who
had attended the Audit and Risk Management Committee, when their Strategic
Risks had been presented.

QUESTIONS ON MATTERS RELATING TO THE WORK OF THE
COMMITTEE
There were no questions

ANY OTHER BUSINESS WHICH THE CHAIRMAN CONSIDERS URGENT
There were no items of urgent business

EXCLUSION OF THE PUBLIC

RESOLVED, that: Under Section 100(A) of the Local Government Act 1972,
the public be excluded from the meeting for the following items on the grounds
that they involve the likely disclosure of exempt information as defined in Part 1
of the Schedule 12A of the Local Government Act.

Item 19, 20 Paras 1 & 2
Item 23 Paras 1 & 2

NON-PUBLIC MINUTES OF THE PREVIOUS MEETING

RESOLVED, that: the non-public minutes of the meeting held on 11 December
2013 be approved.
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21. NON-PUBLIC QUESTIONS ON MATTERS RELATING TO THE WORK OF
THE COMMITTEE
There were no questions

22. ANY OTHER BUSINESS THAT THE CHAIRMAN CONSIDERS URGENT AND
WHICH THE COMMITTEE AGREE SHOULD BE CONSIDERED WHILST
THE PUBLIC ARE EXCLUDED
There were no items of urgent business

23. CONFIDENTIAL MINUTES OF THE PREVIOUS MINUTES
RESOLVED, that: the confidential minutes of the meeting held on 11
December 2013 be approved.

Matter arising
Members noted that, in respect of the Fraud Investigation, the Police had
referred the case to the CPS.

The meeting ended at 3.40pm

Chairman

Contact Officer: Julie Mayer
tel. no.: 020 7332 1410
julie.mayer@cityoflondon.gov.uk
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AUDIT AND RISK MANAGEMENT COMMITTEE - Outstanding Actions

Item

Action

Officer responsible

Progress updates/target

Internal Audit
Recommendations follow-
up report

abed

Deputy Town Clerk agreed that the timely implementation of
Internal Audit recommendations would be included in Chief
Officer appraisals.

1. For Chief Officer Appraisals, held in April/May each
year, the Corporate Performance and Development
Team will gather information from Internal Audit relating
to the whole of the financial year being reviewed, and
provide that to the Town Clerk.

2. The Corporate Performance and Development Team
also contact Internal Audit prior to every Chief Officer
Performance Improvement Meeting (with the Deputy
Town Clerk) to gather the most up-to-date information
on un-implemented recommendations, and other
relevant issues. After each meeting, feedback is
provided to Internal Audit.

Susan Attard/Neil Davies

1. Expected to be May 2014

2. This procedure is in place for
every Chief Officer
Performance Improvement
Meeting

Hinternational Centre for
FFinancial Regulation

Chamberlain advised Members to await the outcome of the
police report, before taking a view about risk assurance
implications.

Chris Bilsland

An individual had been charged and
the Committee would receive an
update on the outcome of the Court
Hearing.

Agenda Management

There was a general agreement that the agenda packs for the
Committee were rather lengthy. The Chairman suggested that
cover reports be self-contained and asked the Chamberlain,
Internal Audit and Town Clerk to consider more efficient ways of
presenting information to Members.

All to note/action

On-going

Internal Audit Peer Review

Scheduled for the last week of February 2014

Paul Nagle

Outcome to be reported to the
Committee in May

Anti-fraud investigations

Show the value of each case and to ensure the outcomes of
prosecutions received adequate publicity.

Chris Keesing

To be reflected in next investigation
report in March 2014.

Update 6 February 2014

7 Wwa)| epusby



AUDIT AND RISK MANAGEMENT COMMITTEE - Outstanding Actions

Item

Action

Officer responsible

Progress updates/target

City

Strategic Risk Review
(SR5) — Flooding in the

The engineering solutions be investigated further, by the
Planning and Transportation Committee, along with the effect of
the overtopping of the dams at Hampstead Heath and the
outcome be reported to the Audit and Risk Management

Committee

Paul Beckett

Resolution sent to the Planning
Committee on 6 February 2014.
Planning and Transportation
Committee are due to consider a
report on flood risk matters on either
25" February or 18" March. This will
include the ARM Committees
concerns. Consultation on the draft
Local Flood Risk Management
Strategy will then follow for several
months. The Committee will receive
an update in June/July.

Committee Effectiveness
Review

To include the feedback from Chairmen who have attended the
Committee when their strategic risks were considered

Neil Davies

Effectiveness Review to be presented
to the Committee in May

2T obed

Update 6 February 2014




Agenda Item 5

Committee(s): Date(s):
Audit Risk Management Committee 4 March 2014
Subject: Public

New Strategic Risk — SR 17 Safeguarding

Report of: For Decision
Director of Community and Children’s Services

Summary

This report is for decision by members and seeks approval for adding an
additional risk to the Strategic Risk Register - SR 17 Safeguarding, relating to
the protection of children and adults at risk, defined as an adult with social care
needs, who is or may be at risk of significant harm.

Failure to follow the safeguarding polices and the arrangements in place
designed to prevent harm to children and adults at risk may result in harm to
service users and risks to the City of London’s reputation, possible
investigation and a reduction in public confidence in the services provided.

The City of London is a strategic partner alongside the London Borough of
Hackney in relation to safeguarding and the City and Hackney Safeguarding
Children Board (CHSCB) and the City and Hackney Safeguarding Adult Board
(CHSAB) monitor the effectiveness of work to safeguard and promote the
welfare of children and adults, championing good practice and analysing data
to inform service planning. The Director for Community and Children Services
and the Assistant Director (AD) People Services sit on both Boards. The AD
People Chairs the City specific sub-committees, which meet bi-monthly, for
both children and adults and reports on the work of the sub-committees into the
main Boards.

In April 2013, Community and Children Services Grand Committee established
a new Safeguarding Sub Committee for Children and Adults. This sub-
committee oversees the City of London’s responsibilities to safeguard children
and adults at risk, the sub-committee met for the first time in September 2013.
Annual reports on both Children and Adults Safeguarding will be presented to
this sub-committee, these reports provide background information regarding
the governance arrangements, membership, partnership engagement and
performance information in respect of safeguarding activity for Children and
Adults. Appendix 1 sets out the current governance arrangements.

The number of child protection investigations and adult Safeguarding alerts is
very low compared to other local authorities. The City of London aims to be
proactive in the response to safeguarding and is seeking to promote a broader
understanding of safeguarding. This is reflected in a focus on the prevention of
abuse as well as a robust response to incidents of abuse. The importance of
strong strategic links with other key partners such as the City of London Police,
Education and Health is recognised as essential in order to ensure that all our
residents are safeguarded both within the community and in their homes.
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Mitigating actions include the delivery of a safeguarding training programme, some
specially commissioned for groups such as governors and teachers. A draft
Corporate Safeguarding Policy has been drafted and will be presented to the Chief
Officers Group on 19 March 2014 for approval. As part of the new policy it is
recommended that safeguarding champions be appointed within departments. A
campaign to raise awareness within the City of London to ensure that all staff
understand their legal responsibility to protect children, young people and adults at
risk and are trained to enable them to detect signs of abuse, will be launched in
spring 2014.

The gross risk is currently assessed as red with the likelihood rated as
possible, see appendix 1. The control evaluation is rated at amber as more
needs to be done to increase awareness of safeguarding across the City of
London. This will be addressed by the introduction of the Corporate
Safeguarding Policy and the implementation of the associated communication
and training plans.

Despite a range of mitigating actions to protect children and adults at risk, they
cannot entirely eliminate the risk and the potential impact on individuals, public
confidence and the reputation of the City of London and this is reflected in the
risk score assigned to this important statutory duty.

Recommendation

Members are asked to approve the addition of new strategic risk SR17 to the
Corporate risk register.

Main Report

Background

1. As part of the Children Act 2004, all local authorities were required to
establish Local Safeguarding Children Boards to further improve safeguards
for children. The Local Safeguarding Children Board is the key statutory
partnership which agrees how the relevant organisations in each local area
will work together to safeguard and promote the welfare of children, and for
ensuring the effectiveness of what they do.

2. The partnership arrangements for safeguarding adults in the City of London
have been developed in accordance with statutory guidance “No Secrets”
(DOH 2000), and best practice standards developed by the Association of
Directors of Social Services (ADASS) “Safeguarding Adults 2005”. The City
of London works in partnership with Hackney on the City and Hackney
Safeguarding Adults Board.

3. Both Boards are independently chaired. The Executive Boards have Sub
Committees who are chaired by partner agencies and cover areas such as
quality assurance, training and finance.

Page 14




The City of London responds positively to the findings of national enquiries

and safeguarding reviews such as the, “Munro Review of Child Protection”

and to recommendations arising from quality assurance audits and external
inspections of services such as Ofsted Inspections.

Current Position

10.

The establishment of a Children and Families team, launched in November
2013, addresses early intervention through to complex needs/troubled
families with the same line management as children’s social care. Itis
anticipated that this will strengthen the effort to support families and children
who may be at risk

The Adults and Children’s Social Care teams continue to meet CQC and
Ofsted performance targets in respect of children and adults and work has
been done to develop a performance framework that places more emphasis
onto qualitative data available rather than focusing solely on the quantitative
information to measure the effectiveness of safeguarding arrangements
across the partnership.

A joint safeguarding of adults review with the London Borough of Hackney,
was undertaken in November 2013. The review highlighted good practice and
there were no City of London specific recommendations that came out of the
review. The review outcomes were presented to the City of London
Safeguarding Sub-committee on 5 February 2014.

The department undertook an Independent Strengths Based Learning Review
across children and families in January- this was based on the application of
the Ofsted model and also looked at the effectiveness of the Local
Safeguarding Children Board arrangements. The results of the review are
anticipated before the end of February 2014, the recommendations of the
review will be analysed and where appropriate implemented.

A dementia strategy has been developed in consultation with the Adults
Advisory Group and training is being delivered to raise awareness of
Dementia and the strategy via lunch time insight training sessions. The City of
London is compliant with requirements following the Winterbourne case
review, which addressed safeguarding concerns relating to adults with
learning difficulties placed in residential establishments outside their home
authorities.

As part of the DCCS transformation agenda, the profile of safeguarding will be
raised with employees, volunteers, members and contractors working for the
City of London via a communication campaign. The aim will be to highlight
that the safeguarding of vulnerable members of the community is everyone’s
business and to clearly set out what the arrangements are for reporting
concerns promptly, effectively and appropriately. This campaign will be part
of the implementation of the Corporate Safeguarding Policy, if approved, at
the Chief Officers Group on 19 March 2014.
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11.

12.

13.

14.

15.

A Safeguarding in Education Forum was established in 2013 and has
engagement from all City of London Schools- this meets on a termly basis
and provides updated information regarding national/regional and/or local
policy and practice requirements regarding safeguarding in schools.

As well as attending the Safeguarding in Education Forum, safeguarding
leads from City schools, City of London School, City of London School for
Girls, Charterhouse Square School, Sir John Cass Foundation Primary
School, Guildhall School of Music & Drama and St Paul's Cathedral Choir
School also attend the CHSCB Sub Committee. This provides more generalist
advice, support and challenge regarding safeguarding arrangements across
partner agencies. Findings of the safeguarding review were shared with
members.

All City of London Academies are committed to safeguarding and promoting
the welfare of children. All staff undergo child protection screening
appropriate to the post, including checks with previous employers and
enhanced Disclosure and Barring Agency checks to review criminal records.
Safeguarding is monitored by the Local Authority in which the school is
located (London Boroughs of Hackney, Islington or Southwark).

This department has supported the commissioning of bespoke online training
for the Guildhall School of Music and Drama and safeguarding training for the
Governing Bodies of all City of London Schools which was delivered in
December 2013 and to all staff at the City of London School in January 2014.
Work has also been undertaken in all private nurseries / early years settings
to support their own safeguarding arrangements.

As well as working with City of London Schools the department has provided
support and advice to departments such as Open Spaces (Highgate Team)
and the Museum of London to assist in the development of their own
safeguarding procedures. Additionally close links have been developed with
the Libraries teams through the provision and delivery of activities such as
stay and play sessions for children and families and discussions regarding
dementia awareness sessions for older people. Close links exist between the
Adults and Children Social Care Teams and the City of London Police and
these are supported by the joint training on issues such as the early
intervention agenda, safeguarding and child sexual exploitation.

Challenges and further action

16.

17.

The owner of this risk is the Director of Community and Children’s Services,
however every department has a responsibility to ensure that staff are aware
of the risk and how they should recognise and respond to safeguarding
issues.

The key challenge in managing the proposed new strategic risk SR17 is
ensuring that there is an increased awareness of the issue across the City of
London.
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18.

19.

20.

Social Care staff are fully trained and have the knowledge to enable them to
detect signs of abuse, ill treatment and exploitation. It is essential that this
awareness is developed across the organisation as many other departments
come into contact with children and adults at risk. Launching the new
Safeguarding Policy in spring 2014 via the City of London Intranet together
with a series of associated FAQs will begin the process of raising awareness.

The appointment of departmental safeguarding champions will assist in the
training and monitoring of the policy to ensure that staff and members become
aware of their legal responsibility to protect children, young people and adults
at risk.

Awareness raising sessions will be delivered to safeguarding champions by
trained staff from the department of Community and Children’s Services. The
sessions will be delivered in a range of locations to ensure that staff from
departments such as Open Spaces who are based outside the City have
access to the awareness raising sessions.

Conclusion

21.

22.

Risk of abuse is an ongoing risk and whilst the City of London has taken a
series of mitigating actions there is always a degree of uncertainty due to the
nature of this risk.

The finalisation of the Draft Corporate Safeguarding Policy and a raising
awareness campaign will ensure members and staff are aware of their
safeguarding responsibilities.

Appendices

¢ Appendix 1 — Governance Arrangements

e Appendix 2 - Safeguarding Risk Supporting Statement

Background Papers:

Draft Safeguarding Policy

Sharon McLaughlin
Business Support Manager, Community and Children’s Services

T: 020 7332 3498
E: Sharon.mclaughlin@cityoflondon.gov.uk
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Reporting Structures Appendix 1
Committees of the Corporation Partnership Boards

Court of Common Council

-t T -0 =-=-=" \
_ _ I Adultwellbeing
Children’s Executive Board | Partnership (in I
(see note 2) I development) I
l (see note 3) J

1

Committee :

Health and Wellbeing Board
City and Hackney Safeguarding Children Board
(CHSCB) and
City and Hackney Safeguarding Adult Board
(CHSAB) (see note 1)

Community & Children's Services Grand ST T-TmTTK
Safeguarding Sub Committee i

CHSCB Sub CHSAB Sub

(see note 2) (see note 3)

! NOTE:-

i 1) The CHSCB is a statutory partnership chaired independently with representation from DCCS and Rev Dr Martin Dudley and the CHSAB is also chaired independently

i with representation from DCCS and Prof John Lumley.

i 2) The Children’s Executive Board has strategic partnership responsibility for the development and implementation of the Children and Young People Plan (CYPP) and is
i chaired by the DCCS. The CHSCB sub is the operational group responsible for the safeguarding aspects of the CYPP but serves a dual role as a City-specific sub group
i of the CHSCB, hence two reporting lines. This is chaired by the AD People.

3) Consideration is being given to an Adult Wellbeing Partnership which will likewise have strategic responsibility for the development and implementation of an Adult

© Wellbeing Strategy. The CHSAB sub currently only has a role as a City-specific sub group of the CHSAB although it is envisaged that this will be responsible for the Adult
+ safeguarding aspects of the Adult Wellbeing Strategy. This will be chaired by the DCCS and will have the same reporting lines into Grand Committee and Health and

i Wellbeing Board.
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Risk Supporting Statement: SR17

Appendix 2
Risk Owner: Director of Community and Children's Services

Safeguarding relating to the protection of adults at risk adults and children - risk of failure of city of London Gross Risk R
Risk Safeguarding Policy and/or practice leading to death, serious injury or harm. Likelihood Impact
Links to: Strategic Aim SR2 and Key Policy Priority KPP2 3 5
Detail Eailure to follow the arrgngements in place de§igned to. preyent h_arm to children and adglts at risk cou.Id leak to harm to our service users and
risk of damage to the City of London's reputation, possible investigation and lack of public confidence in the services provided.
Issues Controls

Some weaknesses have been identified in
embedding safeguarding across the City of
London and within the schools located within the
City. Training with funding provided from the City
and Hackney Safeguarding Children Board for
governors has commissioned and will be ongoing,

An initial meeting of the safeguarding sub-committee of the Community and Children's Services
Committee took place in September 2013 to overview policies and arrangements for safeguarding
within the City of London. A Safeguarding Policy is being presented to the Chief Officers Group on
19 March for approval. An awareness raising campaign will be launched in April signposting staff,
partners and the public to the safeguarding policy which will be made available on the website with a
list of FAQs. Primarily the risk sits with Adults and Children's Services but other departments provide

reported to the Safeguarding sub committee in September to report on progress and to update the cross partnership
training planned.

Tthe first session has been delivered. services to children and adults at risk and Community and Children's Services department will be
g working with departments such as Libraries, Culture and Heritage and Open Spaces to embed
D safeguarding best practice. Training and support will be provided to safeguarding champions to be
N appointed from appropriate departments. Social Care is also working with other partners such as
H health, housing, the City of London Police and the voluntary sector commissioning training and
monitoring reports of harm. Social care is meeting on a termly basis with City schools including the
Guildhall School of Music & Drama and training for school governors has commenced.
Summary Net Risk
Work is ongoing to embed safeguarding issues within the City of London and Schools located in the City. This will be Likelihood Impact
supported by the introduction of the Corporate Safeguarding Policy, when approved, and the implementation of the 1 5
associated training and communication plans. Annual reports on both Adult and Children's safeguarding have been

Control Evaluation




Guidance Notes

The following notes have been prepared to assist users of this document.

Risk Register

Headings Description
Risk No. Unique reference for the risk.
Risk Details Description of the risk.

. Assessment of the risk before taking into account any existing mitigating controls, Likelihood and Impact having been assessed against
Gross Risk i

the risk assessment framework.

Risk Owner Officer responsible for the overall management of specific risks
Control Owner Officer responsible for coordinating the activity to control the risk

Existing Controls [Controls in place to mitigate the risk.

o
g Net Risk Assessment of the risk having taken into account the mitigating controls in place.

@ Risk Status & Overall status of Red, Amber or Green calculated in accordance with the assessment of Likelihood and Impact, having applied the risk
ﬁ Direction assessment matrix.

Planned Action Details of further action required to mitigate the risk to an acceptable level.

Control Evaluation |An assessment of the adequacy of controls in place

Ratings Risk Status Control Evaluation

High risk, requiring constant monitoring and deployment of robust

R control measures. Existing controls are not satisfactory
Medium risk, requiring at least quarterly monitoring, further Existing controls require improvement/Mitigating controls identified
mitigation should be considered. but not yet implemented fully

G Low risk, less frequent monitoring, consideration may be given to  |Robust mitigating controls are in place with positive assurance as to

applying less stringent control measures for efficiency gains. their effectiveness
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Guidance Notes

Likelihood Scores

Description

Robust mitigating controls in place, the risk may occur only in exceptional circumstances, (e.g. not likely to occur within a 10 year period

1 Rare or no more than once across the current portfolio of projects).
2 Uniikel Adequate mitigating controls in place, the risk may occur in remote circumstances (e.g. risk may occur once within a 7-10 year period or
y once across a range of similar projects).
Reasonable mitigating controls in place, but may still require improvement. External factors may result in an inability to influence
3 Possible likelihood of occurrence (e.g. risk event could occur at least once over a 4-6 year period or several times across the current portfolio of
projects).
4 Likely Mitigating controls are inadequate to prevent risk from occurring, the risk may have occurred in the past (e.g. risk event could occur at

least once over a 2-3 year period or several times across a range of similar projects).

5 Almost Certain

Mitigating controls do not exist or are wholly ineffective to prevent risk from occurring. The risk has occurred recently or on multiple past
occasions (e.g. risk event will occur at least once per year or within a project life cycle).

Impact Scores

Description

1 Insignificant

An event where the impact can be easily absorbed without management effort.

Impact can be readily absorbed although some management input or diversion of resources from other activities may be required. The

2 Minor event would not delay or adversely affect a key operation or core business activity.

3 Moderate An event where the impact cannot be managed under normal operating conditions, requiring some additional resource or Senior
Management input or creating a minor delay to an operation or core business activity.

4 Major Major event or serious problem requiring substantial management/Chief Officer effort and resources to rectify. Would adversely affect or

significantly delay an operation and/or core business activity or result in failure to capitalise on a business opportunity.

5 Catastrophic

Critical issue causing severe disruption to the City of London, requiring almost total attention of the Leadership Team/Court of Common
Council and significant effort to rectify. An operation or core business activity would not be able to go ahead if this risk materialised.
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Agenda Iltem 6

Committee(s): Date(s):
Audit & Risk Management March 2014
Subject: Public

Strategic Risk 11 - Failure of any dams under the
ownership or management of the City of London
Corporation

Hampstead Heath Hydrology —
Highams Park Lake

Report of:
City Surveyor and Director of Open Spaces

For Information

Summary

This report is intended to provide an update on progress on both the above projects
and to confirm the introduction of a new Strategic Risk covering failure of any dams
under the ownership or management of the City of London Corporation

The main body of the report is broken into three main areas

1 New Strategic Risk on dam failure

2 Detailed Risk Registers— Hampstead Heath and Epping Forest

3 Hampstead Heath Project update
4 Highams Park Lake Project update
5 Eagle Pond Project update

Recommendation(s)

1. To note the adoption of a new strategic risk covering the failure of any
dam under the ownership or management of the City of London

Corporation.

2. To note that detailed risk registers for Hampstead Heath, Higham Park
Lake and any other identified dam, will remain and shall contain the
details of issues and mitigation planned or taken

3. To note the updates on the three projects

4. To note that moving forward that a single Chief Officer will be named as
the risk owner of the dams identified. — Sue Ireland Chief Officer Open

Spaces.
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Main Report

1 New Strategic Risk

Maintaining the City’s Reservoirs - -Major flooding caused as a result of pond
or reservoir failures

The City is responsible for a number of water bodies, some of which are classified as
‘Large Raised Reservoirs” under the provisions of the Reservoirs Act 1975 and
Flood & Water Management Act 2010. “Large Raised Reservoirs” currently refer to
those raised bodies of water with a capacity of more than 25,000m3.

It is anticipated that the full enactment of the 2010 Act will result in more of the City’s
raised water bodies being categorised as “high risk” — particularly those in cascade
with the water Capacity being reduced from more than 25,000m3 to 10,000m3 when
the provisions of the 2010 Act are fully brought into force.

Those reservoirs where there is a risk to life in the event of breach, the EA can
define them as “high risk” — currently three on Hampstead, two at Epping, -Eagle
Pond and Highams Park but not Wanstead are clarified as high risk

The City of London Strategic Flood Risk Assessment 2012 with new surface water
modelling, identified 4 areas of risk in the City from upstream run-off (including
Hampstead Heath). Epping Forest dams are already subject to a section 10 notice
of improvement issued by the panel engineer and works are planned to commence
on site in April 2014

It has already been recognised that the chains of ponds on Hampstead Heath are a
significant liability under the 1975 Reservoir Act and other legislation. Approval was
given by the Court of Common Council on 14 July 2011 for the project to upgrade
the pond embankments on the Hampstead and Highgate chains.

If there were to be failure of the pond or reservoir embankments during a major
storm, and no warning was given, the number of lives at risk on the Hampstead
chain would be in the region of 400 and on the Highgate chain would be around
1000. This would also result in inundation and damage to local properties, roads
and the railway lines towards Kings Cross. Detailed analysis has identified that dam
crests are not currently able to cope with the level of overtopping expected to occur
as a result of such a storm, increasing the risk of erosion and dam failure.

The aims of these projects are to reduce the current risk of pond overtopping,
embankment erosion, failure and potential loss of life downstream; ensure
compliance with the existing requirements of the Reservoirs Act 1975 together with
the additional expected requirements under the Flood and Water Management Act
2010. The Hampstead Heath project will also need to meet the obligations of the
Hampstead Heath Act 1871; and improving water quality where necessary.

In support of the new strategic risk a register of supporting information will be
compiled which will include the following

Name of reservoir

Volume

Risk to community downstream in the event of breach
In a chain?

Categorisation under 1975/ 2010

2
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Ownership
Relevant projects
Mitigation approach
Links to other assets
Responsible officers
Inspection regime
o Contractor / responsible officer
o Date of last
o Date of next
o Outcome of last inspection

In addition it is intended to clarify who is the Chief Officer responsible for the
ownership of the risk. All of the ‘at risk dams and reservoirs are located on land
under the ownership, control and management of Open Spaces. The intention is that
the Chief Officer for Open Spaces would be the ‘Responsible Officer’.

The current risk scoring for the new strategic - Failure of any dams under the
ownership or management of the City of London Corporation

is as follows

Gross Risk R

Likelihood | Impact
3 5

The various projects to upgrade pond embankments are progressing, but until such
time that these projects are completed (2015/16) there remains a risk that if any of
the dams are breached the water normally stored in the ponds will also be released
and combine with the flood water — very quickly and in a completely uncontrolled
way — with risk to life and property downstream. Day to day management of the
ponds and the community welfare aspects of this risk lies with the Director of Open
Spaces

Net Risk R

Likelihood Impact

3 5

Control Evaluation

2 Detailed Risk Registers— Hampstead Heath and Epping Forest

Whilst the Corporation has introduced a strategic risk covering dam / pond failure it is
intended to continue to hold and maintain a detailed risk register for each relevant
project and where issue, actions and mitigation actions including the following points.
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¢ Monitoring of dam condition and safety: Regulatory inspection regime

e Emergency plans and warning systems: Liaison with Lead Local Flood
Authorities

Changing regulatory regime

Shared ownership

Stakeholders and communication

Register of supporting information for each identified dam / chain
Identifying required works, budget availability, project progression

3 Update on Hampstead Heath Dams Project

It was agreed that the Audit & Risk Management Committee would receive updates
on Strategic Risk 11 and the progression of the Hampstead Heath Ponds Project
every 9 months

3.1  Specialist surveys:

The ColL has engaged specialist companies to undertake, Aquatic, Terrestrial, Water
Quality and Archaeological studies. Atkins has specified the work and is managing
the activities.

3.2 Design

Capita has been appointed as Project Manager for the Ponds Project with specialist
consultants Atkins appointed to undertake a review of the current risk of flooding
based on storm predictions. In addition a Strategic Landscape Architect has been
appointed to assist the project and provide further advice to stakeholders.

Atkins have produced a short list of options for formal non-statutory consultation with
the public and stakeholders with the intent of selecting a preferred option which will
form the basis of a planning application to be submitted by the end of June 2014 and
subject to consents, site works to commence during April 2015. Atkins engineering
options information included various conceptual sketches, hydrographs, cross
sections and 3D visuals.

3.3 Procurement

Capita has been appointed as Project Manager and Cost Consultant for the Ponds
Project with specialist consultants Atkins appointed as Designers. These
appointments have been made along with placement of orders for the various survey
works.

Wider non-statutory public consultation commenced late November 2013 and is
programmed to be complete by February 2014. The Contractor appointment is
required from this point to provide detailed technical design input into the
‘preferred’ option and to also develop the Construction Environmental
Management Plan as it forms part of the planning submission. A tender report
was submitted and approved by HHMC committee on January 27" 2014
recommending the appointment of BAM Nuttall as contractor for the pre-
construction phase of the Hampstead Heath Ponds Project.

4
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3.4

Members have been keen to ensure that the project progresses with “all deliberate
speed”, as advised by Counsel. The current timetable is agreed by the Project Board
and HHMC.

The agreed programme allows for an extended period for non-statutory consultation
with the public and stakeholders to February 2014. Once complete, the intention is to
submit a formal planning application in June 2014. During this period the appointed
contractor will have time to input into the design development and undertake surveys
and investigations required by the design team. This includes organising ground
investigations.

Project Timetable

The timetable remains challenging and has no ‘programme contingency’ and it is
possible it will need further revision as some of the “unknowns” are identified. Atkins
have produced a detailed project programme which aligns with these key dates.

The risk of a Judicial Review application remains and if this were to happen it could
impact upon the timetable for the project. Similarly, the planning process or
conditions onsite may also impact upon the project timetable.

Project Timetable (Under review)

Updated Programme

January 2014
Shortlist of four design options | July 2013 — October
presented to CoL for consideration and | 2013
for formal consultation with the Heath
Management Committee and other
appropriate Committees / Stakeholders.
Wider non-statutory Public consultation | November 2013 -
on short listed four options February 2014
Preferred Option agreement by CoL and | March 2014

Heath Management Committee and

other  appropriate Committees /

Stakeholders

Preparation of planning application March 2014 - June
2014

Submission of Detailed Planning | June 2014

Application to Camden Council

Estimated Determination of Detailed | November /

Planning Application December 2014

Judicial Review Challenge period

Dec 2014 — Feb 2015

Commencement of Works on Site
(Phasing to be agreed)

April 2015

Completion of Works

October 2016
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Dr Andy Hughes, the Reservoir Supervising Engineer (Panel Engineer) has been
consulted on the changes to the programme. Dr Hughes understands that the project
will not succeed unless stakeholders feel that they have been listened to and are
involved in the project and has agreed to the current programme.

3.5 Implementation of the Emergency Action Plan

Officers continue to engage with officers at Camden and the Metropolitan Police.
The Superintendent of Hampstead Heath facilitated a workshop between all three
organisations. In addition to this a table top event involving Hampstead Heath, City
Surveyor’s and the Emergency response contractor took place in March 2013.

The City is responsible for mitigation measures on the Heath whereas Camden is
responsible for “warning and informing” as Lead Flood Authority, and Camden
together with the Metropolitan Police are the Local Responders who implement
Camden’s off-site emergency plan.

3.6 Potential for Judicial review and other Legal challenges

The possibility of a Judicial Review application remains. Based on previous
statements, it is likely that this would focus on the relationship between Reservoirs
Act 1975 and the Hampstead Heath Act 1871, and the assessment of risk /
appropriate safety standards under national industry guidelines on which the project
is based. It is not clear when such a challenge might materialised, this may be a
judgement based on the final designs and whether they are considered acceptable in
terms of their impact on the Heath landscape. Any planning decision could also be
the subject of further challenge.

3.7 Stakeholder engagement

The Ponds Project Stakeholder Group continues to meet monthly. While there
continues to be constructive dialogue, officers are aware that there are two distinct
schools of thought locally — those most concerned with the perceived negative
impact of the project on the Heath and those concerned with the potential for
flooding downstream. Until recently those expressing environmental concerns have
been most prominent and have been highlighted in the local media. Officers are now
aware of a growing concern about flood risk downstream (not solely related to the
Hampstead Heath ponds) and it appears that there has been an increase in activity
in support of flood mitigation measures.

The fact that the project is designed to prevent a catastrophic dam breach and an
associated sudden influx of water but is unlikely to prevent flooding generally is of
some concern to residents downstream. It is important to note that while the impact
of flooding associated with the dams and ponds is of particular significance in parts
of Camden, residents are affected by a number of flooding issues including surface
water flooding associated with insufficient sewer capacity.

The Design Team have made it clear to stakeholders that the Ponds Project will not
exacerbate the issues of surface water flooding downstream, and that the
attenuation of water in the upper parts of the catchment may even assist with smaller
rainfall events.

6
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3.8 Resources

The current estimated project costs are within the £18,139m provision (including
20% tolerance)

3.9 Adjoining Owners

A report on adjoining owners was submitted and approved by HHMC committee on
January 27th 2014

The above report was agreed by Policy and Resources on 20th February 2014. The
report deals with both a funding strategy and reputation issue.

3.10 Corporate & Strategic Implications

The works support the strategic aim ‘To provide valued services to London and the
nation’. The scheme will improve community facilities, conserve/enhance landscape
and biodiversity and contribute to a reduction in water pollution whilst meeting the
City Corporation’s legal obligations. The risk of any dam breach and serious
downstream flooding of communities (and consequent harm to the City’s reputation)
is mitigated.

3.11 Implications

The risk of embankment failure at Hampstead Heath is assessed as a high risk on
the City of London Corporations Strategic Risk Register. In addition to the current
measures to mitigate risks the potential threat of legal challenge could still potentially
delay the project.

3.12 Conclusion

The design process is continuing, following the Design Flood Assessment approval
by the Hampstead Heath, Queen’s Park and Highgate Wood Committee in May
2013. The revised project timetable provides stakeholders time to consider technical
documents which will assist the development and agreement of the design.

The ponds project has continued at “all deliberate speed”.

4 Update on Higham Park Dams Project

As advised in previous reports we have undertaken detailed surveys and flood
analysis at Highams Park Lake.

These have confirmed the complicated hydrology during extreme flood events where
flows initially spill from the Reservoir into the River Ching and then as this reaches
capacity back in to the reservoir and overtop the Dam.

On the advice of our Supervising Engineer and Inspecting Engineer a further S.10
Inspection was undertaken which confirms the analysis and that the Dam is a
Category A dam with Likely Loss of Life (LLoL) in the downstream community. The

7
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Inspecting Engineer has recommended works in the interest of safety including
reinforcing the dam.

It should be noted that the Reservoir is part of a Repton designed landscape for
Highams House and whilst this has not been listed or protected in any way severe
alterations to the Dam resulting in changes to the landscape may excite opposition to
the project and persuade authorities to list the Reservoir. The design will therefore
need to be sensitive to the environment and compliant with requirements of the
Environmental Impact Assessment.

Following an inspection in April 2011 of Highams Park Lake under section 10 of the
Reservoirs Act (1975), the appointed Panel Engineer reported that works would be
necessary to ensure that the dam which impounds the lake can safely withstand the
passage of design flood events. The Panel Engineer’s report also required that these
works must be commenced within 3 years of the inspection, in order to avoid
potential enforcement by the Environment Agency.

4.1 Specialist surveys:

The ColL has engaged specialist companies to undertake topographic, CCTV and
bathymetric surveys, archaeological desktop studies, environmental desktop studies
and phase 1 habitat surveys. Ground investigations (including lake silt sampling and
testing) have been scoped and are in the process of being procured.

4.2 Design

Royal Haskoning DHV we appointed in the role of Lead Consultant for the project in
October 2013 and have commenced survey work and options design.

The statutory nature of this project and approval requirements means there are
limited options and the “do nothing” alternative is not acceptable. The three options
considered were

Removal of the Dam — Whilst this option will reduce the risk of flooding and the
Likely Loss of Life as a result of a dam Breach, it would increase the risk of fluvial
flooding with the reduction in storage capacity.

Reinforcement of the Dam Without Scout Hut
Reinforcement of Dam With Scout Hut

This option is now the preferred option and will require an engineered emergency
spillway on half the dam. Due to the conditions of flow this is likely to be constructed
in reinforced grass/subsoil or, in the extreme, concrete that is then overlain with
topsoil and grass to maintain the natural aspect.

4.3 Procurement

Royal Haskoning DHV has been appointed in the role of Lead Consultant for the
project. Procurement for the contractor has been undertaken and Balfour Beatty has
been appointed as preferred contractor at the end of January 2014.
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4.4 Project Timetable

Updated Programme
January 2014
Outline Design complete Feb 2014
Submit Planning Application 8" Feb 2014
Planning consent expected April 1% 2014
Detailed Design March 2014
Advance Site Works April- May 2014
Main Site Works June 2014 - Sept
2014
Landscaping Works Sept 2014 - Nov
2014
Completion Nov 2014

The Environment Agency has been advised on progress of the project and the
planned programme and has no comments at this stage.

4.5 Implementation of the Emergency Action Plan (EAP)

The EAP is in place and will be adopted and updated as the project progresses.
Once the principle contractor has been appointed the responsibility for the
management of the EAP move to contractor

4.6 Potential for Judicial review and other Legal challenges

The potential for a JR may be reduced by the preferred option, as this retains the
Scout Hut — a previously sensitive issue locally and with residents

4.7 Stakeholder engagement

A local drop-in session was arranged in December 2013 and attended by local
residents and other interested parties (Scouts, residents groups). Public consultation
for the outline design is planned for February 2014

Consultation has already commenced with English Heritage, Environment Agency,
Natural England and London Borough of Waltham Forest (LBWF). It has been
confirmed by LBWF Planners that an Environmental Impact Assessment (EIA) will
not be required for the project.

We are currently seeking confirmation from LBWF whether the works can actually be
carried out under Permitted Development i.e. without the need for a full planning
application.
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4.8 Resources

The current estimated project costs are within the £1,865m provision (including
£150K risk

4.9 Corporate & Strategic Implications

This reservoir safety project fits the following three categories:-
1. Health and Safety

2. Statutory (Asset enhancement / improvement)

The works support the strategic aim ‘To provide valued services to London and the
nation’. The scheme will improve community facilities, conserve/enhance landscape
and biodiversity and contribute to a reduction in water pollution whilst meeting the
City Corporation’s legal obligations. The risk of any dam breach and serious
downstream flooding of communities (and consequent harm to the City’s reputation)
is mitigated.

4.10 Implications

The risk of embankment failure at Highams Park is assessed as a high risk on the
City of London Corporations Strategic Risk Register.

4.11 Conclusion

The design process is continuing, following the Design Flood Assessment approval
Highgate Wood Committee in May 2013 and advanced /enabling works will
commence in advance of the April 2014 EA deadline.

5.0 Eagle Pond Update

A separate paper is being submitted to the committee for inclusion of Eagle Pond on
the risk register

Appendices
¢ Appendix 1 New Strategic Risk Register

e Appendix 2 Risk registers for Hampstead Heath and Highams Park Lake
[ ]

Background Papers:

Huw Rhys Lewis

Director of Property Projects Group, City Surveyors
T:020 7332 1802

E: huw.lewis@cityoflondon.gov.uk
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Risk Supporting Statement: SR11 Risk Owner: Director of Open Spaces / City Surveyor

: . . Gross Risk R
. Major flooding caused as a result of pond embankment failure at Hampstead Heath.
Risk Likelihood Impact
Links to: Strategic Aim SA3 and Key Policy Priority KPP4 3 5

If there were to be failure of the pond embankments during a major storm, and no warning was given, the number of lives at risk on the
Hampstead chain would be in the region of 400 and on the Highgate chain would be around 1000. This would also result in inundation and
damage to local properties, roads and the railway lines towards Kings Cross. Detailed analysis has identified that dam crests are not currently
able to cope with the level of overtopping expected to occur as a result of such a storm, increasing the risk of erosion and dam failure. The
City of London Strategic Flood Risk Assessment 2012 with new surface water modelling identified 4 areas of risk in the City from upstream run{
off (including Hampstead Heath).

Detail

Issues Controls

* Insufficient warning given of flooding * Telemetry system installed and managed by the City Surveyor as an integral part of the on-site
Emergency Action Plan for reservoir dam incidents enabling early warning where pre-determined
water levels at key ponds in both the Hampstead and Highgate chains of ponds are breached.
Successful testing of this with the emergency plan and Hampstead staff has happened. (City
Surveyor/Director of Open Spaces)

* Inadequate response to dam overtopping * Emergency Action Plan for on-site response is in place and Camden have an off-site plan in
place Liaison with Camden Council’s emergency planners is on going, to work through issues
raised by Emergency Services and to appraise them of revisions to our work plan as it develops.
(City Surveyor/Director of Open Spaces)
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* Sensitivities of the local community regarding the
natural aspect of the Heath

* The City continues to undertake extensive consultation with local stakeholders about why this
public safety project is required. The established Ponds Project Stakeholder Group continues to
meet regularly to enable key groups to contribute to the detailed design of the scheme working
with the Strategic Landscape Architect appointed to champion the landscape. Both the statutory
Consultative and Management Committees have met regularly to develop their understanding of
the project and responded to documents provided by the design team. (City Surveyor)

* When the preferred design options are developed, wider public consultation may produce new
issues, not yet anticipated by the Project Board (Director of Open Spaces)

There remains a potential risk for Judicial Review. This is most likely to arise in relation to the City’s
need to adhere to current Guidance that sets standards for dams that is opposed by certain
Groups/individuals.
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* Non delivery of project to upgrade pond
embankments (includes slippage from agreed
timetable and budget)

* Responsibilities and implications for adjacent
landowners

* The City Surveyor’s Department has appointed a specialist consultants (Atkins) to undertake a
review of the current risk of flooding based on storm predictions and based upon that assessment
they are preparing a number of options to mitigate this risk for consideration by the CoL. The final
agreed option will form the basis of a planning application planned for June 2014.

The revised programme of activities and actions have been agreed by members and supported by
the independent Panel Engineer which will allow formal consultation with the public and
stakeholders with intent of submitting a formal planning application by June 2014 and subject to
consents, site works to commence early 2015.

Project approved by CoL and progressing to Gateway 5

(City Surveyor)

* Discussion with adjacent landowners has commenced, regarding their liabilities and seeking to
clarify responsibilities. A report will be presented, once negotiations have progressed. . (City
Surveyor)

Summary

The project to upgrade the pond embankments is progressing, but until such time that this project is completed (2015/16)
there remains a risk if the dams are breached the water normally stored in the ponds will also be released and combine

Net Risk R

Likelihood Impact

with the flood water — very quickly and in a completely uncontrolled way — with risk to life and property downstream. 3 5

Responsibility for the delivery of this project rests with the City Surveyor and in relation to the City's reputation, day to day

management of the ponds and the community welfare aspects of this risk lies with the Director of Open Spaces. Control Evaluation
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Guidance Notes

The following notes have been prepared to assist users of this document.

Risk Register e
Headings Description
Risk No. Unique reference for the risk.
Risk Details Description of the risk.

. Assessment of the risk before taking into account any existing mitigating controls, Likelihood and Impact having been assessed against
Gross Risk .

the risk assessment framework.

Risk Owner Officer responsible for the overall management of specific risks

Control Owner

Officer responsible for coordinating the activity to control the risk

Existing Controls

Controls in place to mitigate the risk.

Net Risk Assessment of the risk having taken into account the mitigating controls in place.
Risk Status & Overall status of Red, Amber or Green calculated in accordance with the assessment of Likelihood and Impact, having applied the risk
Direction assessment matrix.

Planned Action

Details of further action required to mitigate the risk to an acceptable level.

Control Evaluation

An assessment of the adequacy of controls in place

Ratings Risk Status Control Evaluation
R High risk, requiring constant monitoring and deployment of robust Existing controls are not satisfactory
control measures.
Medium risk, requiring at least quarterly monitoring, further Existing controls require improvement/Mitigating controls identified
mitigation should be considered. but not yet implemented fully
G Low risk, less frequent monitoring, consideration may be given to  |Robust mitigating controls are in place with positive assurance as to

applying less stringent control measures for efficiency gains. their effectiveness
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Guidance Notes

Likelihood Scores

Description

Robust mitigating controls in place, the risk may occur only in exceptional circumstances, (e.g. not likely to occur within a 10 year period

1 Rare or no more than once across the current portfolio of projects).
2 Uniikel Adequate mitigating controls in place, the risk may occur in remote circumstances (e.g. risk may occur once within a 7-10 year period or
y once across a range of similar projects).
Reasonable mitigating controls in place, but may still require improvement. External factors may result in an inability to influence
3 Possible likelihood of occurrence (e.g. risk event could occur at least once over a 4-6 year period or several times across the current portfolio of
projects).
4 Likely Mitigating controls are inadequate to prevent risk from occurring, the risk may have occurred in the past (e.g. risk event could occur at

least once over a 2-3 year period or several times across a range of similar projects).

5 Almost Certain

Mitigating controls do not exist or are wholly ineffective to prevent risk from occurring. The risk has occurred recently or on multiple past
occasions (e.g. risk event will occur at least once per year or within a project life cycle).

Impact Scores

Description

1 Insignificant

An event where the impact can be easily absorbed without management effort.

Impact can be readily absorbed although some management input or diversion of resources from other activities may be required. The

2 Minor event would not delay or adversely affect a key operation or core business activity.
3 Moderat An event where the impact cannot be managed under normal operating conditions, requiring some additional resource or Senior
© Management input or creating a minor delay to an operation or core business activity.
4 Major Major event or serious problem requiring substantial management/Chief Officer effort and resources to rectify. Would adversely affect or

significantly delay an operation and/or core business activity or result in failure to capitalise on a business opportunity.

5 Catastrophic

Critical issue causing severe disruption to the City of London, requiring almost total attention of the Leadership Team/Court of Common
Council and significant effort to rectify. An operation or core business activity would not be able to go ahead if this risk materialised.
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Risk Supporting Statement: SR11

Risk Owner: Director of Open Spaces / City Surveyor

Risk

Major flooding caused as a result of pond or reservoir failures

Gross Risk R

Likelihood Impact

Links to: Strategic Aim SA3 and Key Policy Priority KPP4 3 5

The City is responsible for a number of water bodies, some of which are classified as “Large Raised Reservoirs” under the provisions of the
Reservoirs Act 1975 and Flood & Water Management Act 2010. “Large Raised Reservoirs” currently this refers to those raised bodies of
water with a capacity of more than 25,000m3. It is anticipated that this will be reduced to 10,000m3 when the provisions of the 2010 Act are
fully brought into force. Those reservoirs where there is a risk to life in the event of breach, the EA can define them as “high risk” — currently 3

Detail [on Hampstead and two at Epping Eagle Pond and Highams Park but not Wanstead. It is anticipated that the full enactment of the 2010 Act

will result in more of the City’s raised water bodies being categorised as “high risk” — particularly those in cascade. The City of London
Strategic Flood Risk Assessment 2012 with new surface water modelling identified 4 areas of risk in the City from upstream run-off (including
Hampstead Heath). Epping Forest dams are already subject to a section 10 notice of improvement issued by the panel engineer and works
are planned to commence on site in April 2014.

Issues
* Insufficient warning given of flooding

* Inadequate response to dam overtopping

* Sensitivities of the local community regarding the
natural aspect of the Heath

Controls

* Telemetry system installed and managed by the City Surveyor as an integral part of the on-site
Emergency Action Plan for reservoir dam incidents enabling early warning where pre-determined
water levels at key ponds in both the Hampstead and Highgate chains of ponds are breached.
(City Surveyor/Director of Open Spaces)

* Emergency Action Plan for on-site and off site response is in place with Camden and Waltham
Forest (City Surveyor/Director of Open Spaces)

* The City continues to undertake extensive consultation with local stakeholders about why these
public safety projects are required. . (City Surveyor)

*When the preferred design options are developed, wider public consultation may produce new
issues, not yet anticipated by the Project Board (Director of Open Spaces)

There remains a potential risk for Judicial Review. This is most likely to arise in relation to the City’s
need to adhere to current Guidance that sets standards for dams and reservoirs that is opposed by
certain Groups/individuals.
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* Non delivery of project to upgrade pond * The City has appointed a specialist consultants (Atkins) to undertake a review of the current risk
embankments (includes slippage from agreed of flooding based on storm predictions and based upon that assessment they are preparing a
timetable and budget) number of options to mitigate this risk for consideration by the CoL. The final agreed option will

April 2014. (City Surveyor)

* Responsibilities and implications for adjacent To be reviewed against each identified project
landowners

form the basis of a planning application planned for June 2014. with a planed start on site The
appointed of contracts for Epping Forrest will take place in January 2014 to allow a start on site in

Summary

The projects to upgrade the pond and reservoir embankments is progressing, but until such time the projects completed
(2015/16) there remains a risk if the dams are breached the water normally stored in the ponds will also be released and
combine with the flood water — very quickly and in a completely uncontrolled way — with risk to life and property
downstream. Day to day management of the ponds and the community welfare aspects of this risk lies with the Director of
Open Spaces.

Net Risk R
Likelihood Impact
3 5

Control Evaluation
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Guidance Notes

The following notes have been prepared to assist users of this document.

Risk Register v
Headings Description
Risk No. Unique reference for the risk.
Risk Details Description of the risk.

. Assessment of the risk before taking into account any existing mitigating controls, Likelihood and Impact having been assessed against
Gross Risk .

the risk assessment framework.

Risk Owner Officer responsible for the overall management of specific risks

Control Owner

Officer responsible for coordinating the activity to control the risk

Existing Controls

Controls in place to mitigate the risk.

Net Risk Assessment of the risk having taken into account the mitigating controls in place.
Risk Status & Overall status of Red, Amber or Green calculated in accordance with the assessment of Likelihood and Impact, having applied the risk
Direction assessment matrix.

Planned Action

Details of further action required to mitigate the risk to an acceptable level.

Control Evaluation

An assessment of the adequacy of controls in place

Ratings Risk Status Control Evaluation
R High risk, requiring constant monitoring and deployment of robust Existing controls are not satisfactory
control measures.
Medium risk, requiring at least quarterly monitoring, further Existing controls require improvement/Mitigating controls identified
mitigation should be considered. but not yet implemented fully
G Low risk, less frequent monitoring, consideration may be given to  |Robust mitigating controls are in place with positive assurance as to

applying less stringent control measures for efficiency gains. their effectiveness
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Guidance Notes

Likelihood Scores

Description

Robust mitigating controls in place, the risk may occur only in exceptional circumstances, (e.g. not likely to occur within a 10 year period

1 Rare or no more than once across the current portfolio of projects).
2 Uniikel Adequate mitigating controls in place, the risk may occur in remote circumstances (e.g. risk may occur once within a 7-10 year period or
y once across a range of similar projects).
Reasonable mitigating controls in place, but may still require improvement. External factors may result in an inability to influence
3 Possible likelihood of occurrence (e.g. risk event could occur at least once over a 4-6 year period or several times across the current portfolio of
projects).
4 Likely Mitigating controls are inadequate to prevent risk from occurring, the risk may have occurred in the past (e.g. risk event could occur at

least once over a 2-3 year period or several times across a range of similar projects).

5 Almost Certain

Mitigating controls do not exist or are wholly ineffective to prevent risk from occurring. The risk has occurred recently or on multiple past
occasions (e.g. risk event will occur at least once per year or within a project life cycle).

Impact Scores

Description

1 Insignificant

An event where the impact can be easily absorbed without management effort.

Impact can be readily absorbed although some management input or diversion of resources from other activities may be required. The

2 Minor event would not delay or adversely affect a key operation or core business activity.
3 Moderat An event where the impact cannot be managed under normal operating conditions, requiring some additional resource or Senior
© Management input or creating a minor delay to an operation or core business activity.
4 Major Major event or serious problem requiring substantial management/Chief Officer effort and resources to rectify. Would adversely affect or

significantly delay an operation and/or core business activity or result in failure to capitalise on a business opportunity.

5 Catastrophic

Critical issue causing severe disruption to the City of London, requiring almost total attention of the Leadership Team/Court of Common
Council and significant effort to rectify. An operation or core business activity would not be able to go ahead if this risk materialised.
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Agenda Item 7

Committee: Date:
Audit and Risk Management Committee 4" March 2014
Subject: Public

Risk Management Update

Report of: For decision
Chamberlain

Summary

This report presents the Audit and Risk Management Committee with a draft
Risk Management Strategy, a Risk Management Policy and recommendations
for the Strategic Risk Register following the risk workshop held with the Chief
Officers Group on 4" December 2013.

In line with the Cabinet Office’s ‘Management of Risk (M_O_RY)’ principles a
Risk Management Policy and a Risk Management Strategy has been drafted
to communicate how risk management will be used and implemented
throughout the organisation. Once approved, the Risk Management Strategy
will be a public document containing guidance on how to define risks, the new
4x4 risk matrix, and the process by which risks will be escalated to the Audit
and Risk Management Committee. The Risk Management Strategy will be
brought to this Committee in May 2014 for approval. At this meeting, approval
is sought for the Risk Management Policy Statement (Appendix 1) and
comments on the draft Strategy are invited so that they can be incorporated in
the final version for May 2014.

Following the Chief Officers risk workshop and approval at the Summit Group
meeting, Members are asked to approve the recommendations for the
Strategic Risk Register. These include the creation of a Workforce planning
risk, removal of three risks (SR4: Planning Policy, SR5: Flooding in the City
and SR6: Project Risk) the merger of SR3 (Financial Stability) with SR14
(Longer Term Financial Uncertainty) and SR1 (Terrorism) with SR14 (Public
order and protest) and rephrasing of SR16 (Data Protection) in to a wider
Information Security risk.

A revised timetable for the cyclical review of risks has been drafted based on
the revised Strategic Risk Register. As such, and in accordance with the rolling
review of risk, two strategic risks are considered in detail at this Committee.
These are SR11: Pond Embankment Failures and the new Strategic SR17:
Safeguarding Risk.

Recommendations

Members are asked to:
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e review and approve the Draft Risk Management Policy Statement
(Appendix 1);

e comment the Draft Risk Management Strategy (Appendix 2);

e approve the changes to the Strategic Risk Register following the
Chief Officers Workshop (Para 9); and

¢ note the updated cyclical review of Strategic Risks (Para 11).

Main Report

Background

1. As part of the risk management improvement plan the Risk Management
Handbook was reviewed. The risk management handbook will be renamed the
Risk Management Strategy, falling in line with the terminology used commonly in
other organisations as well as the Cabinet Office’s Management of Risk
principles. This also complies with the terminology used within the Terms of
Reference for the Audit and Risk Management Committee.

Risk Management Policy (Appendix 1)

2. The risk management policy is a signed statement of intent for risk management.
It has been drafted to fit in line with the requirement of the Management of Risk
(M_O_R) principles.

3. Its purpose is to communicate how risk management will be implemented
throughout the organisation to support the realisation of our objectives and
includes a brief statement on our appetite for risk.

4. Members are asked to review and approve this statement, which will be included
within the Risk Management Strategy.

Risk Management Strategy (Appendix 2)

5. The Risk Management Strategy builds on the previous risk management
handbook providing guidance on how risk management is used and how it will
operate within the Corporation. Development of this document also fits in line with
the M_O_R principles.

6. The Strategy has been developed in consultation with the officers who form the
Risk Management Group and has been reviewed by the Summit Group, which is
chaired by the Town Clerk, to ensure wide engagement and ownership.

7. The Strategy contains guidance on how to define risks, the new 4x4 Threats and
Opportunity risk matrices and also the escalation route for the Corporate Risk
Register, which will be the new name for the Strategic Risk register. The scoring
guidance, which will be attached as an appendix to the Strategy, is under review
and will be attached with the final version of the Strategy.
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8. The Risk Management Strategy is intended to be a public document and will be
made available on our internet after the final version is approved by the
Committee in May.

Chief Officers risk workshop

9. A workshop to refresh the Strategic Risk Register took place on 4" December
2013 with the Chief Officers Group. Key outcomes of the workshop have been
reviewed and the recommendations have been noted below for approval:

vi.

To create a new Strategic Risk 17 relating to the protection of children
and adults at risk, defined as an adult with social care needs, who is or
may be at risk of significant harm. This risk is being reported at this
Committee for deep dive review.

To create a new Strategic risk for Workforce planning. The Workforce
Planning risk is proposed to make reference to the ageing workforce and
the risks posed to new ways of working.

To remove SR4: Planning Policy, SR5: Flooding in the City and SR6:
Project risk, moving them into their respective departmental registers.
None of these risks were mentioned as priority areas of focus for the
Chief Officers.

To merge the two financial risks, SR3 (Financial Stability) and SR14
(Longer Term Financial Uncertainty) creating a more holistic, overarching
finance risk.

To merge SR1 (Terrorism) and SR14 (Public order and protest) in to a
single Resilience related risk.

To rephrase the SR16 (Data Protection) to encapsulate the wider
Information Security/Cyber Risk area.

10.Members are asked to approve these recommendations, following which a
revised Strategic (Corporate) Risk Register will be provided at the next Audit and
Risk Management Committee meeting in May.
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Cyclical Review of Strategic Risks

11. A structured approach to reviewing the City’s strategic risks has been adopted, in
order to promote full coverage and review. Based on the recommendations for
the Strategic Risk Register the schedule of reviews for the Audit and Risk
Management Committee has been updated for 2014, shown below:

Forthcoming reviews Date Committee Responsible

SR17 Safeguarding 4™ Mar 2014 | Community & Children's
Services

SR11 Pond Embankment Failure 4" Mar 2014 | Hampstead Heath/Open
Spaces

SR2  Supporting the Business City 13" May 2014 | Policy & Resources

SR16 Information Security 13" May 2014 | Finance

SR9  Health and Safety o™ Sep 2014 | Establishment

SR18 Workforce Planning Risk 9" Sep 2014 | Establishment

SR8  Reputation Risk 4™ Nov 2014 | Policy & Resources

SR10 Adverse Political Developments | 4™ Nov 2014 | Policy & Resources

SR3  Financial Stability and Viability 8" Dec 2014 Finance

SR1  Resilience Risk TBC Jan 2015 | Policy & Resources

SR11 Pond Embankment Failure TBC Jan 2015 | Hampstead Heath/Open
Spaces

Conclusion

12.The Strategic Risk Register continues to be reviewed actively and updated by
risk owners, in line with the requirements stipulated by the Risk Management
Handbook. Work is continuing to enhance further the effectiveness of managing
and reporting risks throughout the organisation.

Appendices
¢ Appendix 1 — Risk Management Policy Statement

e Appendix 2 — Risk Management Strategy

Sabir Ali

Risk and Assurance Manager

T: 0207 332 1297

E: Sabir.Ali@cityoflondon.gov.uk
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Appendix 1

CITY OF LONDON CORPORATION’S g e
CITY
RISK MANAGEMENT POLICY STATEMENT LONDON

THE CITY OF LONDON CORPORATION (COL) RECOGNISES AND ACCEPTS ITS RESPONSIBILITY' TO
MANAGE RISKS EFFECTIVELY IN A STRUCTURED MANNER IN ORDER TO ACHIEVE ITS
OBJECTIVES AND ENHANCE THE VALUE OF SERVICES PROVIDED TO THE COMMUNITY.

In pursuit of this policy COL has adopted a risk management strategy that captures the following key
objectives:
e Enables corporate, strategic and programme objectives to be achieved in the optimum way and to control risks
and maximise opportunities which may impact on COL’s success;
e COL recognises its responsibility to manage risks and support a structured and focused approach that includes risk
taking in support of innovation to add value to service delivery.

¢ Risk management is seen as an integral element of the Corporation culture;

These key objectives will be achieved by:

o Establishing clear roles, responsibilities and reporting lines for risks at all levels;

e  Ensuring that Members, Chief Officer’s, external regulators and the public at large can obtain necessary assurance that
the Corporation is mitigating the risks of not achieving key priorities and managing opportunities to deliver more value to
the community, and is thus complying with good corporate governance;

¢  Complying with relevant statutory requirements, e.g. the Bribery Act 2010, the Health and Safety Act, and more;

¢  Providing opportunities for shared learning on risk management across the Corporation and its strategic
partners;

¢ Monitoring arrangements on an on-going basis.

APPETITE FOR RISK

City of London Corporation seeks to minimise unnecessary risk and manage residual risk to a level

commensurate with its status as a public body. However, the City of London Corporation will

positively decide to take risks in pursuit of its strategic aims where it has sufficient assurances that:

i.  The risks have been properly identified and assessed;
ii.  The risks will be appropriately managed, including the taking of appropriate actions and
the regular review of risk(s);
iii. ~ The potential benefits accruing to the City of London Corporation justify the level of risk to be

taken.

APPROVED BY:

Alderman Nick Anstee (Chairman of the John Barradell (Town Clerk and Chief

Audit and Risk Management Committee) Executive)
" Accounts and Audit Regulations 2011
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Version History

This strategy builds on and replaces earlier versions of the risk management
handbook and is intended to be a high level document that provides a framework

to support the City Corporations statutory responsibility for managing risk.

It also allows the City to further strengthen and improve its approach to risk
management enhancing its ability to deliver its corporate aims and objectives

successfully.

The risk management strategy sets out key objectives across a three year rolling

period but will be reviewed annually to ensure it remains fit for purpose.

Version control:

Version Number | Comments

1.0 - Risk Management Handbook created

- Document now includes version number instead of date
approved.

1.1 - Change in Town Clerk (Page 2)

- New risk register template included (Appendix 5)

- Added definitions for Gross risk and Net risk (Page 20)

1.2 - Forward approved by Town Clerk and Chief Executive

- Refreshed Risk Management Handbook and renamed as Risk

2.0 Management Strategy
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CITY OF LONDON CORPORATION’S

s !
DIRIGE

CITY
RISK MANAGEMENT POLICY STATEMENT LD@DM

THE CITY OF LONDON CORPORATION (COL) RECOGNISES AND ACCEPTS ITS RESPONSIBILITY' TO
MANAGE RISKS EFFECTIVELY IN A STRUCTURED MANNER IN ORDER TO ACHIEVE ITS
OBJECTIVES AND ENHANCE THE VALUE OF SERVICES PROVIDED TO THE COMMUNITY.

In pursuit of this policy COL has adopted a risk management strategy that captures the following key
objectives:
e Enables corporate, strategic and programme objectives to be achieved in the optimum way and to control risks
and maximise opportunities which may impact on COL’s success;
e COL recognises its responsibility to manage risks and support a structured and focused approach that includes risk
taking in support of innovation to add value to service delivery.

e Risk management is seen as an integral element of the Corporation culture;

These key objectives will be achieved by:

e Establishing clear roles, responsibilities and reporting lines for risks at all levels;

e  Ensuring that Members, Chief Officer’s, external regulators and the public at large can obtain necessary assurance that
the Corporation is mitigating the risks of not achieving key priorities and managing opportunities to deliver more value to
the community, and is thus complying with good corporate governance;

e  Complying with relevant statutory requirements, e.g. the Anti-Bribery Act 2010, the Health and Safety Act, and
more;

e  Providing opportunities for shared learning on risk management across the Corporation and its strategic
partners;

e Monitoring arrangements on an on-going basis.

APPETITE FOR RISK

City of London Corporation seeks to minimise unnecessary risk and manage residual risk to a level

commensurate with its status as a public body. However, the City of London Corporation will
positively decide to take risks in pursuit of its strategic aims where it has sufficient assurances that:

i. The risks have been properly identified and assessed,;
ii. The risks will be appropriately managed, including the taking of appropriate actions
and the regular review of risk(s);

iii. The potential benefits accruing to the City justify the level of risk to be taken.

APPROVED BY:

John Barradell (Town Clerk) Alderman Nick Anstee (Chairman of the Audit

and Risk Management Committee)
' Accounts and Audit Regulations 2011
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Chapter 1: Introduction

In a rapidly changing environment, with the effects of reduced public funding, the
changing demographics and the continual demand on services, the City of
London Corporation is faced with an unprecedented challenge to deliver its
statutory obligations, provide high quality services, as well as manage the

associated social and financial implications.

The interlocking challenges faced from budget pressures, supplier failures,
security issues, and so on, has created a complex matrix of risks, all requiring

some level of management.

Amongst these challenges however opportunity can also be created for those

who are best placed to embrace, innovate, collaborate and manage new risks.

This strategy has been developed to provide guidance on the City’s approach to
managing both opportunities and threats within the business environment, and
through adoption will help to create an environment which meets the needs of the

City’s citizens, partners and other key stakeholders.

Aligned with this we will aim to be an exemplar of good practice and we will
continue to meet our statutory responsibility to have in place satisfactory
arrangements for managing risks, as laid out under regulation 4 of the Accounts
and Audit Regulations 2011:

“The relevant body is responsible for ensuring that the financial
management of the body is adequate and effective and that the body has a
sound system of internal control which facilitates the effective exercise of

that body's functions and which includes arrangements for the

management of risk.”

Only by active management of risks will the City of London Corporation be able to
meet its strategic objectives which in turn will enhance the value of services

provided to the City.
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What is risk and risk management?

The word ‘risk’ is a very common term used in everyday language and will be
referred to by many professions from both the public and private sector. It is a
concept which has grown from being used to describe a narrow field of risks
which are to be avoided, to a wider, more holistic focussed world where

importance is placed on how to manage risk rather than avoiding it.

The following definition” for risk has been adopted by the City of London

Corporation:

“The effect of uncertainty on objectives”

Risk management is a business discipline that every working sector uses to
achieve objectives in an efficient, effective and timely manner. Our risk

management definition is’:

“The systematic application of principles, approach and processes to the
tasks of identifying and assessing risks, and then planning and

implementing risk responses”

Risk Management is a business tool designed to provide a methodical

approach to addressing risk. It is about:

¢ |dentifying the objectives and what can go wrong;
e Acting to avoid it going wrong or to minimise the impact if it does;

e Giving rise to opportunities and reducing threats to the organisation

1. OGC Management of Risk
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Purpose of this strategy

The City of London Corporation is a complex organisation, comprising a number

of departments with very diverse operations. By adhering to this strategy, the City

of London Corporation will be better placed to meet all its objectives in an efficient,

effective and timely manner.

Every risk is linked to a business objective and this strategy will help enforce a

proactive stance to managing these risks, ensuring that less time is spent reacting

to situations and more time is spent taking advantage of opportunities.

Listed below are some of the benefits of successfully implementing this strategy:

Ability to satisfy statutory requirements (under the Local Government Act
1999), government regulations (e.g. Corporate Manslaughter Act, Health
and Safety at Work Act, and more) and compliance related matters (e.g.

financial and contractual regulations, Bribery Act 2010, and more);
Protecting and enhancing the City of London Corporation’s reputation;

Better management and partnership working with city partners, improving
safeguards against financial loss and reducing chances of organisational

failure;

Increased innovation, value for money and visual improvements in service

delivery;

Improved ability to justify decisions being taken and reduced risk of

mistakes, reducing complaints and improving customer satisfaction;

Ensuring teams achieve goals and objectives, and increasing their

competitiveness (against other organisations);

Improved assurance levels arising from audit and external inspections,
providing confidence to customers and investors that risks are being

controlled;

Effective resilience to changing environmental conditions, to protect key

services.
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Chapter 2: Managing risks

Why manage risks

Effective risk management is an on-going process with no overall end date as

new risks (threats and opportunities) arise all the time.

The Corporation is fully committed to developing a culture where risk is
appropriately and effectively managed for which the following benefits will be

achieved:

e Anincreased focus on what needs to be done (and not done) to meet

objectives;

e More effective allocation of resources reducing incidences of mistakes and

providing greater control of costs — demonstrating value for money;

e Common understanding of risk management across major projects and

partners;

e Greater transparency in decision making and enhanced ability to justify

actions taken;

e Improved resilience against sudden changes in the environment, including

natural disasters and risks related to supplier failures;

¢ Reduction of the Corporation’s insurance costs, in turn protecting the

public purse;
e Improved safety for staff, partners and residents; and

e Minimised losses due to error or fraud across the Corporation.
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Roles and Responsibilities

The City Corporation considers risk management to be an intrinsic part of the

Corporation’s system of corporate governance. It is recognised that for this to be

effective it is vital that everybody within the Corporation understands the role they

play in effective management of risk.

Tier

Responsibility

Court of Common
Council

Overall accountability for risk management.

Audit and Risk

Providing assurance to the Court on the effectiveness of the

Management risk management framework and its application. The
Committee Chairman is the Member ‘Risk Champion’.

Service Oversee the significant risks faced by Departments in the
Committees delivery of their service responsibilities.

Chief Officers’ Collective responsibility for management of Corporate risks.
Group

Chief Officers’ Promoting, steering and monitoring risk management for the

Summit Group

Corporation. The Chief Officers” Summit Group oversee the
strategic elements of risk management.

Business Support
Director

Officer ‘Risk Champion’, promoting risk management and
leading Senior Management engagement. The Business
Support Director is the Chairman to the Risk Management
Group and also attends the Audit and Risk Management
Committee.

Risk Management
Group

Promoting and embedding risk management, with key
outcomes reported to the Chief Officers” Summit Group. The
Risk Management Group oversees the operational elements
of risk management.

Head of Audit and
Risk Management

Deputy Chairman of the Risk Management Group and
provides assurance to the effectiveness of the internal control
environment.

Risk and
Assurance
Manager

Provides risk management support and advice to the
Corporation. Also responsible for promoting the consistent
use of risk management, developing the risk framework and
facilitation of the City of London’s Corporate Risk Register.
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Tier

Responsibility

Individual Chief

Accountable for effective risk management within their

Officers department, reporting to their relevant service Committee(s)
— this responsibility cannot be delegated.
Risk Owner The person that is accountable for the overall management

of the risk, including bidding for resources to control the risk.

Control Owner

The person that has accountability for a particular task to
control an aspect of the risk, either the Cause or the Effect.
The role is accountable to the Risk Owner.

Departmental
Risk Coordinators

Promoting and facilitating the implementation of risk
management within their department.

Service/ Project
Managers

Accountable for effective management of risk within their
areas of responsibility.

Employees

Maintaining an awareness and understanding of key risks
and management of these in day-to-day activities.

Outcomes of this strategy will be achieved by working closely with many key

departments such as Health and Safety, Insurance, Corporate Performance and

Development, Project Management, and more.

The ultimate responsibility for risk management lies with the Court of Common

Council and the Town Clerk, however, it must be stressed that risk management

is the responsibility of everyone working in, for and with the City of London

Corporation.
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Chapter 3: The risk management process

Essentially risk management is the process by which risks are identified,
evaluated, controlled and monitored at regular intervals. It is about managing
resources wisely, evaluating courses of action to support decision-making,
protecting clients from harm, safeguarding assets and the environment and

protecting the Corporation’s public image.

Whenever an activity takes place, there will be an outcome that will either lead to
a success or failure. In undertaking the activity there will be a number of factors
which needs to be right to determine whether the activity is a success or not, or to
put it the other way round, there are a number of risk factors which, if they are not

managed properly, will result in failure rather than success.

Risk Management is a business planning tool designed to provide a methodical

way for addressing risks. It is about:
e |dentifying the objectives and what can go wrong
e Acting to avoid it going wrong or to minimise the impact if it does

e Realising opportunities and reducing threats.
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The risk management cycle

The risk management process is broken down into five steps illustrated below:

Step 1: Clarify Objective(s)

\ /
\, /

NS

Step 5: Monitor
o and Review

Risk
Control

~

Step 2: Identify and Analyse Risk(s)

Step 4: Address Risk(s)

Risk

Step 3: Assess
Risk(s)

Figure 1: City of London’s risk management cycle




Step 1: Clarify Objectives

It is difficult to think about risks in isolation, so the first step is to be clear about the

objectives and key deliverables. This part of the process requires information

about the (planned) activity.

This will include an understanding of:

>

YV V VYV V¥V

The corporate/departmental/project objectives;
The scope of the activity;

The assumptions that have been made;

The list of stakeholders; and

How the activity sits within the corporate/departmental/project structure.

This includes:

Making sure that everyone is clear about the relationship between the

services and its wider environment;
Identifying internal and external stakeholders;

Understanding the Corporation and its capabilities, as well as its objectives
and strategies that are in place to achieve them.
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Step 2: Identify and Analyse risks

The aim of this step is to identify the risks to the (planned) activity that may affect

the achievement of the objective(s), which can either be positive or negative.

Consultation is required from different levels of management and staff members,

and sometimes customers and stakeholders, asking the following questions:
» What might prevent the achievement of the stated objectives?
» Has it gone wrong before?
» Who should own this risk?
>

When should we start managing this risk? l.e. when is the risk likely to

materialise?

It is widely recommended to identify risks through workshops and training
sessions. However, there are many other methods which can be used such as
questionnaires, a Strengths - Weaknesses - Opportunities and Threats analysis,

brainstorming sessions, and more.

During the identification stage the following information needs to be gathered:
e The description of the risk, in terms of Cause - Risk - Effect;

e The nature of the risk — for example, political, financial, reputation, and

more; and

e The name of the individual taking responsibility for the risk (i.e. the risk

owner).
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Risk Ownership

Having identified and defined the risks, it is essential that someone "owns" them

(i.e. the risk owner). This is not the same as being responsible for carrying out the

tasks or actions for the risk (i.e. the control owner). This is a critical part of the

step as without a named individual it is unlikely that the risk will be managed.

It is important that the risk owner, where possible, be:

e A person who has the ability to influence the outcome of the event, one

way or another;

e A person who can be accountable for the delivery in the area where the

risk would have an effect;

e A person who can take charge and lead nominated control owners.

From a departmental viewpoint, the risk owner should be a member of the

department’'s management team.
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Step 3: Assess Risks (4x4)

Every risk should be assessed to help determine how much attention is given to
the particular event. This is done by ranking the risks with a set of scores
determined by their individual likelihood (or probability) and impact (or severity)

rating.

The City of London Corporation uses a 4 point scale and the multiple of the
likelihood and impact gives us the risk score, which is used to determine the risk
profile.

The risk score is placed on the Risk matrix and is used to help prioritise risks and
assist risk owners in the actions they need to take to either reduce the score (for

threats) or increase the score (for opportunities).

Chapter 4 highlights how the risk scores are also used for reporting purposes

using red/amber/green for threats and gold/silver/bronze for opportunities.

Threats Opportunities
Likely 15 g
4
'g Possible
o )]
=
2 Unlikely
- (2)
Rare
(M
Minor Serious Major Extreme X Extreme Major Serious Minor
(1 (2) ) (8) (8) 4) (2) Q)
| Impact

Figure 2: City’s risk matrices
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Step 4: Address Risks

Without this step, risk management would be no more than a bureaucratic

process. Addressing risk involves taking practical steps to manage and control it.

Not all risks need to be dealt with in the same way. The common risk response
outlined below should help in considering the range of options available when

responding to risks.

Importantly, when agreeing actions to control risk, consideration is required on

whether the actions themselves introduce new risks

Threat responses

When managing threats, the controls that are put in place should help to
effectively reduce the risk to a manageable level. There are four approaches that

can be taken when deciding on how to manage threats:

e Accept: An informed decision to accept the likelihood and impact of a
particular risk. For example, the ability to do anything about a risk may be
limited, or the cost of taking any action may be disproportionate to the

potential benefit;

e Avoid: An informed decision not to become involved in a risk situation.
This can be challenging as the City of London Corporation may not be able

to avoid risks associated with its statutory functions;

e Transfer: Shifting part of the responsibility or burden for the loss to another
party, e.g. through outsourcing;

e Reduce: A selective application of management actions, by applying
internal control to reduce either the likelihood or the impact, or both,
designed to contain risk to accept levels, e.g. mitigation action,

contingency planning and more.
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Opportunity responses

Managing opportunities is aimed at improving one or more objectives in such a
way that the cost and implications of the response actions improve or enhance
the overall outcome. There are three approaches which can be taken when

deciding on how to manage opportunities:

e Ignore: Choosing to ignore the opportunity if the resource cost of seizing it
cannot be justified. A basic cost benefit analysis could be done to

determine if the opportunity is worth pursuing;

e Exploit: Identifying and seizing multiple benefits. Refers to changing an
activity’s scope, supplier or specification to achieve a beneficial outcome

without changing the objectives or specification;

e Share: application of pain/gain formula where both parties share the gain
(with pre-agreed limits) if the cost is less or share the pain if cost exceeds.
By description, this method of treatment can also be used for threats, e.g.

partnership arrangements.

Choosing whether to eliminate or innovate
Innovation by its very nature involves taking risks, and as a consequence, places

greater demand on all of us to ensure that those risks are well managed.

One of the key aims of risk management is to ensure that the process supports
innovation, not by preventing it - but rather helping to take well thought through

risks that maximise the opportunities of success.

Good risk management is about being “risk aware" not "risk averse"!
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Step 5: Monitor and Review

Once risks have been identified and appropriate controls and action plans put in
place to manage them, it is essential to routinely monitor their status. Risks
change, due to many factors, and it is essential that they are periodically reviewed

to capture any new events which may affect the delivery of our objectives.

The City of London Corporation uses a risk management system to help risk
owners to record, manage and monitor risks. The system also has a built in tool to

allow users to produce various reports for analysis, including risk registers.

Each manager will have access, and is responsible for, their risk data. Automated
e-mail reminders are sent from the risk system to remind risk and control owners
to review and update their tasks, in order for the risk data for the Corporation

remains up to date at all times.

As a guide, risks should be reviewed in management meetings using the following

criteria:

, ) Programmes, projects
Risk Type Standard Review _
and partnerships

I oty

Gold Opportunities
Amber Threats

3 months Monthly
Silver Opportunities

6 months Quarterly

Note: At least annually, each risk register should be reviewed in its entirety.
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Chapter 4: Reporting risks

Reporting framework

It is essential that risk management is used as a tool to assist good management
and to provide assurances to relevant officers and Members that adequate

measures have been taken to manage risk.

Escalation of risks ensures that managers have a clearer picture on risks or
potential issues facing service areas. This helps in the overall decision making

process by allowing senior staff to allocate resources or review areas of concern.

Figure 3 illustrates the reviewing and reporting framework to support this

escalation and assurance process.

Role of Audit and Risk Management Committee

As set out in its formal terms of reference, the Audit and Risk Management
Committee is responsible for setting and approval, as well as monitoring and
oversight of the City Corporation’s risk management strategy and for ensuring that
the framework in place is fit for purpose. It is through this Committee that the
Court of Common Council discharges its responsibility for obtaining assurance

that those risks faced by the Corporation are being appropriately managed.

Role of Other Committees and Departments

It is the role of each Service Committee and Department to maintain and act on its
own risks, working closely with the Risk and Assurance Manager if need be. The
criteria for escalating risks should be agreed by the relevant Service Committee
and Chief Officer.

The Audit and Risk Management Committee will concentrate on monitoring the
Corporate Risks faced by the City Corporation, and the measures taken to control
the risk. The Audit and Risk Management Committee will also seek assurance

regarding the effective operation of this framework at Committee level.
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Review and Reporting Framework

Risks will be escalated using a bottom up process
depending on the risk score (i.e. Risk tolerance).
Court of Common
Corporate Reviews will be undertaken either every two or Council

three months.
Recommend
Departmental Reviews should be adapted to suit the Provide Assurance Risks for
structure of each respective department, although as review
minimum should be done Quarterly. Audit and Risk ds e e S L S
Annual review of all risks should be undertaken as a Mapagement
minimum. Committee (ARMC)
Report Corporate .
Risk Feedback Service
Committees
Reporting Criteria Chief Officers’ Summit
Q - Group (SG)
% ARMC Approve Corporate risks Recommend
Corporate Risks and
'5\‘;? Review Corporate risks and review all Rzport Sellected Feedback
&g SG Departmental risks of score 24 or Departmental Risks*
o
o more. Departmental
0 Identify Corporate/Departmental risks Mapagement
_E, DMT’s and review all Service Teams risks of Recommend Meetings (DMT) Report
S score 16 or more Corporate Risks and Feedback Depar_’[mental
o Identify Corporate/Departmental risks Report Selected Risks
£ |8STs and review all Service risks of score 6 Service Risks
e or more Service Team
t | Team Identify potential Meetings (ST)
e meetings | Corporate/Departmental risks and
o | /121's review all current risks

*exception basis
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Risk Registers

Below lists these key reports along with their escalation criteria (based on risk

score).

Corporate The Corporate Risk Register is used to highlight and assure

Risk Register | Members that key risks are being effectively managed. These risks
are extracted from various areas of the Corporations risk registers
as directed by the Members and approved by the Town Clerk and
Chief Officers.

Top Risk This register flows out from the Departmental risk registers and is

Register challenged and moderated quarterly by the Chief Officers Summit
Group (SG).
Risks which are escalated here are those with a risk score of 24 or
more.

Departmental | This register flows out from the Service risk registers and is

risk register

challenged and moderated quarterly by the Departmental

Management Teams (DMT’s).

Risks which are escalated here are those with a risk score of 16

and above.
Service risk This register flows out from the Service area/Team risk registers
register and is challenged and moderated quarterly by the Service Team
Meetings (SMT’s)
Risks which are escalated here are those with risk score of 6 and
above.
Programme

and Project

risk registers

Where it is considered appropriate, major partnerships,
programmes and projects will produce and maintain their own risk
registers. Risk to the programme/project should be managed

through the corporate Project framework.
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Challenging environment

There is a strong support framework in the City Corporation to challenge risks and
to provide assistance to departments. Below lists some of the key groups which

assist with this:

Audit and On a periodic cycle each Corporate risk is challenged by Members
Risk of the Audit and Risk Management Committee. These sessions
Management | allow Chief Officers to demonstrate how risks are being managed
Committee and allow Elected Members to directly question on any areas of

interest.

Chief Officers’ | Each quarter the Chief Officers’ Summit Group review all the top
Summit risks for the Corporation (of score 24 and above) and challenge and
Group moderate as necessary. Corporate risks are escalated by the
Departmental Management Teams and upon approval are

escalated to the Audit and Risk management Committee.

Departmental | The risk coordinators provide advice and guidance on the

Risk application of the Risk Management Strategy, working closely with
Coordinators | the Risk and Assurance Manager. They are the first point of call for
risk related matters for their department providing operational

support.

The Risk Coordinators meet on a 6 monthly basis contain
representatives from the City of London Police, Internal Audit,
Health and Safety, Emergency Planning, Performance and

Insurance.
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Glossary of Key Terms

Consistent understanding and application of language provides a sound basis
for embedding risk management. To promote this consistency, the following
key terms are defined below:

Term Definition

Cause Definite events or sets of circumstances which exist in the
department, programme/project, partnership or their
environments, and which give rise to uncertainty.
Causes themselves are not uncertain since they are facts
or requirements.

Control A measure to determine how effective the controls are.

Evaluation

Control Owner

The person that has accountability for a particular task to
control an aspect of the risk, either the Cause or the
Effect. The role is accountable to the Risk Owner.

Controls

Measures taken to control the impact or likelihood of risks
to an acceptable level.

Corporate risk

Strategic or Operational risks reported to the Audit and
Risk Management Committee for assurance purposes.

One or more of the following criteria must apply:

» The risk relates directly to one or more of the
Strategic Aims or Key Policy Priorities.

= A risk that has significant impact on multiple
operations if realised.

= There are concerns over the adequacy of
departmental arrangements for managing a specific
risk.

Corporate risks can also be those requested by the Audit
and Risk Management Committee specifically.

Current / Net risk

The re-assessed level of risk taking in to account the
existing controls.

Effect

Unplanned variations from objectives, either positive or
negative, which would arise as a result of risks occurring.

Effects are contingent events, unplanned potential future
variations which will not occur unless risks happen.

Operational Risk

Risks arising from or relating to the execution of day-to-
day operations and service delivery.
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Term

Definition

Original / Gross
risk

The assessed level of risk on the basis that no mitigating
controls are in place.

Risk The effect of uncertainty on objectives.

Risk The systematic application of policies, procedures and

Management practices to the tasks of identification, evaluation, and
mitigation of issues that threaten the achievement of
defined objectives.

Risk Owner The person that is accountable for the overall

management of the risk, including bidding for resources to
control the risk.

Strategic risk

Risks arising from or relating to long term departmental
objectives.

Target risk

The level at which the risk will be deemed as acceptable.
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Agenda Iltem 8

Committee: Date:
Audit & Risk Management Committee 4™ March 2014
Subject: Public
2014/15 Internal Audit Planning
Report of: For Decision
Chamberlain

Summary

The Head of Internal Audit is required by the Public Sector Internal Audit
Standard to establish risk-based plans to determine the priorities of the
internal audit activity, consistent with the organisation’s goals. The risk-based
plan must take into account the requirement to produce an annual
independent internal audit opinion on the design and effectiveness of the
City’s governance, internal control and risk management environment.

The purpose of this report is to present the Annual Audit Plan for 2014/15. A
strategic overview of the 2014/15 plan was discussed by the Committee at its
October 2013 meeting following which detailed consultation meetings have
been held with Chief Officers over the Autumn to inform the development of
more detailed plans.

To ensure risk based audit plans are developed in an effective way, there is a
5 year Strategic Plan which provides the basis for the Annual Audit Plan. This
internal audit role is a central element of the City’s Corporate Governance
framework, as the internal audit work and Head of Internal Audit opinion is a
key input to the published Annual Governance Statement and focus for the
work of the Audit & Risk Management Committee.

The internal audit function is continually aiming to focus its activities and
approach according to the assurance requirements of the City. This has
entailed an increased focus on VFM and efficiency, and working much closer
with senior management so its work is more focused on those areas where
internal audit can provide added value to the organisation. To support this
focus, internal audit has responsibility for the corporate risk management
support function and supports the efficiency and performance review work of
the officer Efficiency Board and member Efficiency & Performance Sub-
Committee (EPSC).

The combining of the internal audit function and the corporate risk
management support role is assisting the City of London in developing a more
integrated risk and assurance management approach with clearer linking of
internal audit and other assurance activity to the key strategic and
departmental risks faced by senior management.
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Internal audit is developing the use of assurance mapping techniques to
provide a holistic overview of assurance coverage of key risks and controls.
This will assist in the focusing of internal audit activity, by developing a clearer
picture of the scope of other assurance activities, particularly that undertaken
by external inspectors or management review activities. It is intended to roll
these exercises out to larger Departments in 2014/15.

Following feedback from the Chief Officer customer satisfaction review in the
Summer, Internal Audit will be sharing and promulgating more widely,
thematic risk and control issues arising from routine audit and investigation
work. This thematic reporting will be progressed and refined in 2014/15 to
become a regular feature of internal audit work.

The indicative allocation of internal audit resources by audit theme and
Department is set out in Appendix 2 of this report. Appendix 3 provides
information on Departmental spend and income with commentary on factors
which impact on the audit resources allocation. Appendix 4 provides
information on the Audit Risk Assessment Methodology.

Areas of focus within internal audit cyclical risk based work are:-
¢ Financial Management
e Operations Systems
e Corporate Governance & Performance
¢ Information Systems and Governance
o Efficiency and VFM
e Contracts, Procurement and Projects

e Compliance

This report sets out the resource availability and proposed deployment of
audit resources for the anticipated 3492 days available from the 15.6 Full
Time Equivalents (FTE) in the internal audit section. These allocations are
broadly the same as in previous years, although the provision for carry
forward work from the previous year’s plans has been increased to a more
realistic level (275 days), compared to last year’s inadequate allocation of 180
days. A contingency provision of 170 days has also been included.

An allocation of 140 days for dedicated VFM and efficiency work has been
provided for within this plan. There is the possibility that additional audit
resource will be requested to support more detailed analysis of service based
reviews. This will be considered in-year with the new Chamberlain, in light of
progress with the service based reviews and progress in delivering the higher
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priority work within the 2014/15 audit plan.

Recommendation

The Audit and Risk Management Committee agree the 2014/15 Audit Plan.

Main Report

The role of internal audit

1.

Internal auditing is an independent, objective assurance and consulting
(advisory) activity designed to add value and improve an organisation’s
operations. It helps the organisation accomplish its objectives by bringing a
systematic, disciplined approach to evaluate and improve the effectiveness of
risk management, control and governance processes.

The Internal Audit section reviews the operations of all services the City
provides, and also supplies the internal audit service to the Museum of
London and London Councils under a SLA. It does so in accordance with it's
the Audit Charter which reflect statutory and professional requirements.
Implementation of the audit plan helps the City of London maintain “a sound
system of internal control which facilitates the effective exercise of that body’s
functions and which includes arrangements for the management of risk”
(Accounts and Audit Regulations 2011).Proper practices are defined in the
new Public Sector Internal Audit Standards which is the professional basis for
the operation of the Internal Audit section.

Internal audit adds value and improves the City’s operations by promoting a
robust control environment, best practice in governance and risk management
as well as making recommendations for improvements in operating
efficiencies. To achieve this, the Internal Audit section engages with the City’s
Corporate and Departmental change programmes, providing expert
independent and objective input to emerging issues.

Internal Audit Planning Process

4

5.

. The Head of Internal Audit is required by the Public Sector Internal Audit
Standard to establish risk-based plans to determine the priorities of the
internal audit activity, consistent with the organisation’s goals. The risk-based
plan must take into account the requirement to produce an annual
independent internal audit opinion on the design and effectiveness of the
City’s governance, internal control and risk management environment.

Annually, internal audit conducts a comprehensive risk-based audit planning
process to ensure that all areas of the City of London’s operations (and
external partners, where appropriate) are provided with an appropriate and
structured internal audit service to assist in the continuous improvement
process.

The result of this process is an updated 5 year Audit Strategic Plan 2014-19
which provides the starting basis for the Annual operational audit plan. Whilst
many other organisations adopt a 3 year rolling strategic plan, a 5 year plan is
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10.

11.

12.

13.

14.

still considered most appropriate for the City of London, reflecting a desire for
a cyclical coverage of all the main auditable areas of the City’s diverse
operations.

The principles of risk management are applied throughout the planning
process in that the allocation of resources to each audit is considered against
the assessed likelihood, frequency and impact of individual risks. The internal
audit risk assessment methodology as set out in Appendix 4 was reviewed
last year so that it is aligned to the risk management handbook assessment
criteria and takes into account financial materiality, reputational risk, current
control effectiveness, whether there have been structural, process or system
changes and the risk of loss, fraud or abuse of powers.

The Internal audit risk assessment which drives the allocation of resources is
undertaken at a detailed system level rather than at departmental level. This is
because it is necessary to assess the wide variety of risks and system that
exist with each Department to ensure an appropriate coverage. Appendix 3
provides an analysis of the audit days allocation by Department with details of
expenditure, income and staffing budgets along with a brief commentary on
the factors which drive the audit coverage in each department, of which the
level of expenditure and income is only one factor.

Whilst the strategic and annual audit plans are initially compiled using risk to
assess the areas needing coverage, Chief Officer views are being sought on
the focus and scope of audit activity so planned work is more focused on
those areas, where internal audit can provide added value to the organisation.

Reference is made to Department risk registers in developing the audit plans.
It is now possible to place increased reliance on these risk registers in
informing risk assessments for audit planning purposes.

Linkages to the Strategic Risk Register are highlighted within each theme of
audit coverage explained later in this report.

External Audit (City Fund and non-City Fund auditors) have been consulted
on the content of the 2014/15 operational internal audit plan and a number of
financial control areas of planned internal audit work are expected to be of
particular interest to them in arriving at their own audit opinion on the
published financial statements of the City.

Resource assumptions are based upon an audit section complement of 15.6
FTEs consisting of one Head of Audit & Risk Management, four Audit
Managers, one Risk & Assurance Manager, eight auditors and two fraud
investigators, with an additional temporary senior auditor being retained for
the first quarter of the financial year to assist with the completion of the carry
forward work for the 2013/14 audit plan.

The assumptions behind this resource analysis are set out in Appendix 1. A
reasonable level of staff turnover is now being experienced by the internal
audit section. Succession planning particularly for specialist IS and Contract
and procurement auditors remain a key consideration. Should vacancies arise
then, it is intended to use the allocated internal audit budget to purchase
additional audit resources to deliver the audit plan. A more realistic provision
for carry forward work of 275 days (180 days in 2013/14) has been made,
recognising that this provision has been underestimated in previous years.
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Allocation of Internal Audit Resources

. The overall allocation of time from the estimated 3492 days available is as
follows, with further detail of the indicative audit review coverage set out in
Appendix 2. Members will observe that Appendix 2 analyses internal audit
coverage by both audit theme (e.g. Compliance, Financial Management,
Operational Systems) and Departments, giving the indicative % allocation of
resources allocated in each case.

Internal Audit Work allocations Days %

- Main Audit Review Work (further indicative analysis by
Department and Theme in Appendix 2)

- new review work — (1208 days, including 100 days
allocated for Efficiency Work)

- completion of 2013/14 audit plan — (275 days)

- Follow-up of audit recommendations — (139 days) 1889 | 54%
- Museum of London & London Council SLA — (88 days)

- Honorary Audits and Examination (e.g. Guildhall Club

Accounts) — (9 days)

- contingency (170 days)

Corporate Risk Management support 142 | 4.1%

Anti-Fraud & Corruption - investigations and pro-active 423 | 12.1%
prevention and policy development

Advice & Guidance - on risk & controls 155 | 4.4%

Efficiency Board/EPSC Support 40 | 1.1%

Audit Planning & Reporting — engagement with senior 114 | 3.3%
management, External Audit and detailed update reporting
to Members

Member Committee Support — attendance and support to 71| 2%
Audit & Risk Management Committee, and six other
Risk/Audit focused committees

Audit Development — includes further development in use 127 | 3.6%
of audit automation and new audit techniques, external
networking

Training 136 | 3.9%

Staff contractual absences 126 | 3.6%

Admin Support - staff monitoring/meetings/time recording, 269 | 7.7%
audit software maintenance

Total 3,492
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16.

17.

18.

19.

20.

21.

22.

These allocations between direct audit work, business support activities and
Audit Team management and development are similar to last year. One of the
main differences is including a more realistic allocation of 275 days for carry
forward work compared to the 180 days allocated last year. This represents
the best estimate possible of carry forward days, 6 weeks prior to the end of
the financial year based on the work done to date.

Detailed internal audit planning for 2014/15 commenced in October through a
risk review of the audit universe and audit planning consultation with Chief
Officers in order to produce an updated 5 year Audit Strategy and Audit plan
for the 2014/19 period.

Current and future audit plans are regularly reviewed in year with changes
made as a result of emerging risks and requests for assurance work or audit
support from senior management or Members.

An allocation of 100 days for dedicated audit review work on efficiency and
VFM matters and 40 days for direct support work to the Efficiency Board and
Efficiency and Performance Sub-Committee has been provided for within this
plan. It is anticipated that the major part of this resource allocation will be used
to support the service review programme. Within the context of the pressing
need for services to identify and reduce net spending or increase income,
there is the possibility that additional audit resource will be requested to
support more detailed analysis of service based reviews. This will be
considered in-year with the new Chamberlain, in light of progress with the
service based reviews and progress in delivering the higher priority work
within the 2014/15 audit plan.

Changes to audit plans are reported to the Audit & Risk Management
Committee via the regular internal audit update report. The forward audit work
programmes will be reviewed on a quarterly basis.

Assurance Mapping

Internal audit has been piloting the use of assurance mapping techniques with
the City of London Police in 2013/14 to provide a holistic overview of
assurance coverage of key risks and controls. This will assist in the focusing
of internal audit activity, by developing a clearer picture of the scope of other
assurance activities, particularly that undertaken by external inspectors or
management review activities. It is planned to roll these exercises out to three
larger Departments in 2014/15.

Reporting on Key Themes

The Chief Officer Customer satisfaction review identified support for Internal
Audit sharing and promulgating more widely, thematic risk and control issues
arising from routine audit and investigation work. The purpose of this is so that
Chief Officers can seek assurances that similar risk and control issues are not
present in their own departments. This thematic reporting commenced with an
audit and risk focused workshop with the Chief Officers Group in December
2013 and will be progressed and refined in 2014/15 to become a regular
feature of internal audit work.
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23.

24.

25.

26.

27.

28.

29.

30.

2014/15 Areas of audit emphasis

The internal audit plan has been analysed into seven main themes. The
purpose of this is to demonstrate the balancing of audit coverage. Details of
links back to relevant Strategic risks are also identified in this section.

Financial Management

Audit work in this area is focused on providing assurance on key financial
systems, budgetary control and financial stewardship through reviews on key
Chamberlain Department Financial Systems (e.g. Business Rates, Pensions,
Treasury Management) as well as work undertaken on Financial Governance
within Departments.

Many key financial systems will be changed during 2014/15 as a result of the
full in-sourcing of the Business Rates and Council Tax functions, Oracle 12
implementation and the introduction of new Pension arrangements. Internal
audit work will be focused on providing risk and controls advice as new
processes and systems are introduced in these areas. ICT application audits
are planned on key high value systems (e.g, On-line Banking for Money
Market transactions and BACS - receipts and payments). Departmental
Financial Management reviews are planned for Markets and Consumer
Protection, Town Clerks and Comptroller and City Solicitors Department.

Responsibilities and the organisation of teams providing financial
management services were re-organised during 2011/12 as part of the
Strategic Finance Review. Audit work continues to focus on the impact of the
new Financial Management arrangements and whether any risks have
materialised through changes in the control environment.

Assurance work in this area has a clear linkage to Strategic Risk 3 — Financial
Stability.

Corporate Governance & Performance

Audit work in this area is focused on key Governance areas such as Health &
Safety, Business Ethics, declaration of interests and performance
management and business planning arrangements.

Department Performance Measure reviews are planned in a number of
Departments. Corporate reviews are planned of officer declarations of interest
and the Health & Safety framework which has a direct link to Strategic Risk 9
— Health & Safety.

Operational Systems

Audit work in this area focuses on key systems and activities in operational
and service delivery areas of the City. A number of reviews are planned on
HR operations areas including Learning and Development, Occupational
Health and Sickness management.
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31.

32.

33.

34.

35.

Other reviews include catering facilities managed by Open Spaces and Town
Clerks Departments, DCCS Housing Allocations and vacancy management
and the DBE Penalty Charge Notice systems.

Information Systems and Governance

Audit work in this area focuses on the new IS/IT infrastructure arrangements
established with Agilisys, remaining in-house IS/IT functions, and related
information security and business continuity risks.

Implementation of the Agilisys partnership arrangement, has had a significant
impact on the focus of audit work due to the outsourcing of the main IS/IT
infrastructure and staff support. The internal audit team has been directly
engaged with the setting up of the new contract management arrangements
with Agilisys and will review these new arrangements as a key audit during
the year. A full review of the City’s back-up, patching and change control,
service desk and disaster recovery as now operated by Agilisys is planned.

City of London Police, Business Continuity Planning and Disaster Recovery
arrangements are also planned for review.

Information Governance, particularly security over sensitive and confidential
information held electronically and on paper records will be reviewed, which
will have direct relevance to the new Information Security Strategic risk as well
as having some linkage to Strategic Risk 8 relating to Reputational Risk.

Efficiency and Value for Money

36.

37.

38.

39.

40.

It is expected that internal audit work will continue to have a significant focus
on efficiency and value for money. In addition to considering these aspects as
part of general reviews, an allocation of 100 days has been made for specific
Efficiency work.

An on-going role for internal audit will be continuing to support the work of the
Officer Efficiency Board and Member Efficiency & Performance Sub-
Committee through undertaking forensic efficiency and performance reviews,
with a particular focus on the service based reviews, which are now underway
and will complete in 2014/15.

Two efficiency audits are planned to review the use of temporary staff and a
related review will look at the use of consultants.

In addition, as part of other audit reviews, internal audit will look to review key
control areas where changes in staffing and processes have resulted from the
implementation of efficiency savings to ensure adequate controls continue to
be applied. VFM and efficiency review challenges will continue to be built into
each audit review where feasible.

The internal audit function is sufficiently resourced to undertake this Efficiency
and VFM work and still be able to provide an assurance on the City of
London’s control environment through a wide programme of assurance
activities which are described in the other themes.
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Contract, Procurement & Project Audit

41. Audit work in this area focuses on the key systems for developing and
implementing major revenue and capital projects, procurement processes and
the City’s new project management arrangements.

42. Internal audit work will look to place reliance on the operations of the CLPS
compliance function, and close working with this function will be pursued to
assist in ensuring compliance with the new centralised purchasing
arrangements.

43. Work on adult services commissioning is planned for DCCS, in addition to the
review of construction and physical maintenance projects within the Barbican
Centre, Built Environment and Housing function of the Department of
Community Services.

44. In addition, organisational compliance with new CLPS requirements will be
assessed through our review work within Departments.

45. Audit work in this area has a direct link to the Strategic Risk 6 relating to
Project Risk.

Compliance & Spot Checks

46. A rolling programme of compliance audits are planned covering inventories,
safes, control of income, use of procurement cards and stores. These reviews
are often undertaken through visits to local City offices located away from the
Guildhall Complex. In addition compliance spot checks are also undertaken
on key financial systems, to provide assurance on compliance with process, in
years when full risk based system audits are not being undertaken.

Delivery of main audit work

47. The 2014/15 operational audit plan will be delivered using a mixture of
different methods of audit delivery. In addition to full assurance projects which
seek to provide a wide assurance on the adequacy and effectiveness of the
controls in the area reviewed, there are mini assurance reviews which are
targeted on a smaller area of activity, compliance spot checks, system
development reviews focused on ensuring controls are properly designed into
new systems, and consultancy reviews which is focused on developing
proposed design solutions for new systems and arrangements. In addition
two Honorary Audits and Examinations are expected relating to the Guildhall
Club and Police Athletics Clubs. The split of this planned work is set out in
the table below.
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Days
(%)

Full Assurance Review 61 889 74%
Mini-assurance review 31 164 14%
Compliance Spot Check 21 77 6%
Consultancy 1 65 5%
System development reviews 1 13 1%
Honorary/Examination Audits 2 9 0.1%
Total 115 1208

48. A detailed listing of all planned internal audit reviews for 2014/15 is available
to members on request.

49. The internal audit section has a range of IS audit tools including an audit
transaction interrogation package called IDEA which can analyse thousands
of records efficiently and the AppsSecs software tool which assesses
computer application compliance to IS security standards.

Conclusion

50. The City of London has a wide range of differing Departments, institutions and
services. The Audit Strategy remains to still provide reasonable assurance on
key control risks in each department through cyclical coverage, coupled with a
focus on efficiency and other corporate review areas, including Information
Governance, Partnerships and Commissioning, and key change projects
e.g.Oracle 12 implementation.

Appendices

Appendix 1 — Internal audit resource assumptions
Appendix 2 —internal audit resource allocations by Theme and Department

Appendix 3 - Audit Planning 2014/15 - Department resource allocation with Budgets
and Commentary

Appendix 4 — Audit Risk Assessment Methodology

Contact Officer:

Paul Nagle

Head of Audit & Risk Management
0207332 1277
paul.nagle@ocityoflondon.gov.uk
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Internal Audit Resource Assumption
DETAILED ANALYSIS OF AVAILABLE DAYS IN
2014/2015

Gross Days (52 weeks) — 15.6 FTE'’s

Less: uncontrollable days
Bank Holidays (8 days)

Annual Leave

Net Available days

Admin Support

General (e.g. time recording/staff meetings/staff
monitoring)
MK super user

Sickness

Other contractual absences

CPD Technical Training

Corporate Training

CIPFA & IIA Training

Days Available for direct audits and support work

Audit Support & Development

Risk Management
Corporate Risk Management

ad hoc on-demand support/advice (risks and controls)

Chamberlain Business Continuity Support

Anti-Fraud & Corruption
Fraud investigations
Pro-active fraud & prevention

Audit Planning & Reporting
Audit Planning

Audit Plan progress reporting
External Audit Liaison/co-ordination

Efficiency & Performance Review
support to Efficiency Board/EPSC

Audit Development

Continuous improvement

Audit policy, research and development
Audit intranet
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Total
4107

128

487

3492

246
23
110
16
78
18
40
531

2961

134
155

318
105

52
47
15

40

68
56

Appendix 1

%

100.0%

7%
0.7%
3.2%
0.5%
2.2%
0.5%
1.1%

15.2%

84.8%

3.8%
4.4%
0.2%

9.1%
3.0%

1.5%
1.3%
0.4%

1.1%

1.9%
1.6%
0.1%



Member Support

COL Audit Committee 45 1.3%
GSMD Audit Committee 6 0.2%
London Councils - Audit Committee 5 0.1%
Museum of London - Audit Committee 6 0.2%
Police Performance & VFM Committee 4 0.1%
Barbican Centre Risk/Finance Committee 5 0.1%
1072 30.7%
AVAILABLE FOR AUDIT PROJECTS:- (see
Appendix 2) 1889 54.1%
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Appendix 2 - 2014/15 Internal Audit Plan - audit resource allocation by Theme and Department

Department

Corporate

Barbican Centre

Built Environment

Chamberlains

City Police

City Surveyor

CLFS

CLS

CLSG

Community and Children's Services
Comptroller and City Solicitor
Culture, Heritage & Libraries
Guildhall School of Drama & Music
Mansion House

Markets and Consumer Protection
Open Spaces

Remembrancer's Office

Town Clerks

Total

Total (%) of main assurance work

Recommendations follow-up

Contingency for additional audit work requests

2013/14 carry forward

Museum of London - SLA
London Councils - SLA

Compliance

=N
[S)]

27

27

16

110

9.1%

Contract, Proc & Project

-
a w w =
o O O o

-
o

60

303

251%

Honorary/Examination Audits ( e.g. Guildhall Club Accounts)

Direct internal audit review, efficiency and analysis work

[V]
o
c
©
£
(<]
T =
.
o3 o3
> >
<) (%)
Q 8
g S
o =
(8] w
35 95
5
5
5
5
5
13
73 100
6.0% 8.3%
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Financial Management

N =
[$ )]

23
50
25

58
15
25
10

35
49

57

387

32.0%

Info Sys and Gov.
Operational Systems

Total

270

20 55

91 166
15 85
35

13 158
20

33

9 46
1

2 61
29 90
0

45 117

117 118 1208

9.7% 9.8%
139
170
275
1792

59
29

1889

Total (%) of main
assurance work

22.4%
5.9%
4.6%

13.7%
7.0%
2.9%
0.0%
0.0%
0.0%

13.1%
1.7%
2.7%
3.8%
0.1%
5.0%
7.5%
0.0%
9.7%
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£6 dbed

Appendix 3 - Audit Planning 2014/15 - Department resource allocation with Budgets and Commentary

Department Gross Gross Employees .
. Audit
Expenditure Income Costs Davs
£000's £000's £000's Y
Barbican Centre 34,146 17,825 14,299 71 Several standalone systems and processes, which require separate assurance and are unique to the Arts Centre operation.
Significant capital/contract management activity, separate IS/IT arrangements
Guildhall School Music & Drama 20,485 13,812 13,011 46 Several standalone systems and processes, key operational areas are fee income, professor contracts, school also has separate
IS/IT arrangements. Financial Management arrangements are shared with the Barbican Centre
Chamberlain's Dept 20,338 345 15,824 166 Focus on main Financial Systems and key financial stewardship processes
Comptroller and City Solicitor 3,754 465) 3,459 20 Areas of focus mainly limited to Departmental Financial management. Legality and regularity of City processes considered
through other Departmental assurance areas e.g. Contract audit reviews.
City Surveyor's 39,141 11,554 14,195 35 Key operational risks relating to investment income properties, subject to cyclical coverage
City of London School 15,556 14,515 8,734 0 Cyclical focus is mainly on Financial Management, periodic review of ICT and Schools Income. No coverage planned for
2014/15, as full coverage in previous years.
City of London School for Girls 11,692, 11,151 7,017 0 Cyclical focus is mainly on Financial Management, periodic review of ICT and Schools Income. No coverage planned for
2014/15, as full coverage in previous years.
City of London Freemen's School 13,745 13,824 7,742 0 Cyclical focus is mainly on Financial Management, periodic review of ICT and Schools Income. No coverage planned for
2014/15, as full coverage in previous years.
DCCS 36,639 30,666 11,797 158 DCCS has large number of different operations and responsibmties areas, although often the size of service is small, none to the
less the operational risks can be very high. Area is also subject to external inspections. Housing function will be significant focus
for 2014/15
Built Environment 30,312 12,797 11,497 55 Assurance focused on some key operational systems, e.g. highways, waste, building control fees
Culture, Heritage and Libraries 14,368, 4,632 10,214 33 A number of discrete services which require periodic coverage, covering tourist attractions, library services, and art gallery with
high value assets.
IMansion House 2,868 280 1,890 1 Coverage limited to Departmental Financial Management focus, Facilities Management and some compliance work focused on
high value assets. Previous audit coverage very good, considered low risk, therefore only one spot check planned for 2014/15
City Police 99,943 42,185 82,530 85 IMain area of assurance work relates to City of Police employee controls, premises costs and operations, and key cost control
areas (e.g. translators fees, compensation costs). Operational risk and controls are subject to regular coverage by Police
Constabulary Inspectorate which also consider Police HQ areas, e.g. information system controls over National Database use.
Town Clerks Department 20,524 4,507 14,594 117 Coverage of some key corporate systems, e.g. HR, Business & Performance Management arrangements, and smaller policy
Departments where assurance focus is Financial management and grants controls (e.g. EDO/City Bridge Trust).Includes Central
Criminal Court coverage which focuses on Financial Management, Employee risk and facilities management arrangements.
Remembrancer's Office 1,951 1,220 1,589 0 Periodic review of Financial Management, employee controls and Guildhall lettings. Good coverage in current and previous
years, so no coverage planned for 2014/15.
Open Spaces 18,968, 7,830 14,100 90 Periodic review of Financial Management, employee controls, facilities management. Periodic compliance visits to each site,
Jincluding focus on some leisure/visitor facilities.
[Markets and Consumer Protection 19,648 15,527 11,194 61 Compliance reviews covering all City Markets, Consumer protection ofﬁces, Central Admin and controls over income collection
from traders.
Corporate 270

Cross- cutting reviews, e.g. overtime and expenses, Information governance, officer declarations, Health & Safety, and efficiency
review work.

1,208
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2014/15 Internal Audit Planning — Audit Risk Assessment Model — Appendix 4

Internal Audit Risk Scoring Model

The risk assessment model operates by considering the following risk factors:-

Financial Materiality -

Reputational Risk -

Current Controls Effectiveness
Structural & Process change - systems
Risk of Loss/fraud/abuse of power

These factors are weighted and applied to each entity in the City of London Audit
Universe resulting in an indication of the priority and frequency that different aspects
of the City of London should be reviewed.

The audit risk assessment model provides a guide for the suggested interval and
priority of audits. However, this is only one part of the audit planning process, which
involves consultation and discussion with Chief Officers and senior management in
each department, review of risk registers, departmental objectives and priorities,
consideration of new developments and auditor professional judgement.

Risk Scoring

The risk scoring model is based on scoring the 5 factors between 1 to 5. They are
then weighted resulting in an overall score for the audit universe entity from 1 to 5.
Internal Audit guidance for scoring these factors is as follows:-

Risk Assessment Factor Scoring guidance

Financial Materiality (£) — (Gross income + gross expenditure for audit area) — 30%
weighting

0-9,999

10,000 - 99,999

100,000 - 999,999

AN |I=-

1,000,000 - 10,000,000

510,000,000 +

Reputational Risk — 17.5% weighting

1 | control failure does not result in adverse media comment.

control failure could result in minimal localised reputational
2 | damage with minor short-term adverse media comment

3 | perception, possible medium/long-term impact.

control failure could result in local adverse media comment/public

on a National level with prolonged comment on a local level
4 | leading to long-term damage and a general loss of confidence.

control failure could result in Short-term adverse media comment

control failure could result in substantial adverse media comment
on an International/National level, with long-term impact that may
threaten the City Corporation’s ability to continue to operate as a
service provider.
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2014/15 Internal Audit Planning — Audit Risk Assessment Model — Appendix 4

Current Control Effectiveness — 17.5% weighting

1 | Robust mitigating controls in place

2 | Adequate mitigating controls in place,

Reasonable mitigating controls in place, but may still require
improvement.

Mitigating controls are inadequate

oW

Mitigating controls do not exist or are wholly ineffective

Structural and process change — 17.5% weighting

1 | steady state system/structure with no recent changes

steady state system/structure with only minor changes in
2 | process/structure

system/structure has been subject to recent material changes in
3 | one or more material process

4 | new system/structure with new control environment

new, complex and innovative system or structure with untested
5 | controls and lack of experience in area of development

Inherent risk of loss/fraud/abuse of power — 17.5% weighting

No risk of loss of desirable assets (including information), cash,
1 | financial instruments, abuse of powers

Limited risk of loss of desirable assets (including information),
2 | cash, financial instruments, abuse of powers

Possible risk of loss of desirable assets (including information),
3 | cash, financial instruments, abuse of powers

Likely risk of loss of desirable assets (including information),
4 | cash, financial instruments, abuse of powers

Almost certain risk of loss of desirable assets (including
5 | information), cash, financial instruments, abuse of powers

Scoring will result in a risk score which provides an indicative frequency:-

High Risk 3.5-5 indicative frequency (every year — 12mths)
Medium Risk 2.75-3.5 indicative frequency (every 2/3 years — 36mths)
Low Risk 1-2.75 indicative frequency (every 5 years — 60mths)
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2014/15 Internal Audit Planning — Audit Risk Assessment Model — Appendix 4

Worked Example 1:

Department of the Built Environment- Waste Disposal and Waste Reduction
Strategy

Factor weighting Score Consideration
(1-5)
Financial Materiality 30% 3 | Waste Collection budget
2013/14 £798,000
Reputational Risk 17.5% 2 | The environmental

implications of waste
disposal are a likely area
for public interest and
media criticism.

Current Controls Effectiveness 17.5% 3 | Previous audit work has
identified that the strategy
has been well formulated
and performance is being
accurately monitored.

Structural & Process Change 17.5% 3 | Subject to change in
response to political
influence.

loss/fraud/abuse of power 17.5% 3 | Pressure on management

to deliver significant
reductions in waste could
lead to manipulation of
data and favourable
inaccurate reporting of
results.

Total score 2.825 | To the lower end of
Medium risk, indicates
this area should be
reviewed every 3 years
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Worked Example 2:

Chamberlain Department Payroll -

Factor

weighting

Score
(1-5)

Consideration

Financial Materiality

30%

Payroll processes
payments of £240,000,000
per year

Reputational Risk

17.5%

Errors in processing or
Fraud incident could cause
result in local adverse
media comment/public
perception, possible

Current Controls Effectiveness

17.5%

Generally well controlled
area, previous audits have
not identified anything
other than minor issues.
Payroll manager often
consults internal audit on
control issues. Recent
investigations have
highlighted issues with line
manager authorisations
prior to submission to
Payroll.

Structural & Process Change

17.5%

Have been changes to
itrent, and move away from
paper payslips, new on-
line overtime process,
although fundamental
processing system and
procedures reasonably
unchanged

loss/fraud/abuse of power

17.5%

No cash wages, however a
reasonable inherent risk of
creation of ghost
employee’s etc, however
good segregation of duty
controls minimise
opportunities

Total score

3.425

Higher end of Medium
risk, indicates this area
should be reviewed
every 2/3 years
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Agenda Iltem 9

Committee: Date:
Audit and Risk Management Committee 4™ March 2014
Subject: Public
Internal Audit Update Report
Report of: For Information
Chamberlain

Summary

This report provides an update on internal audit activity since the last Audit &
Risk Management Committee on the 11" December 2013. It sets out the
independent opinion of the Head of Internal Audit in relation to the adequacy and
effectiveness of the control environment for those areas of internal audit work
concluded since the last update report to Committee.

The outcomes from the five main audit reviews finalised since the last update are
reported. All of these reviews resulted in Green assurance ratings.

Internal Audit Function Performance

The performance level in implementing audit recommendations, assessed by
formal follow-up reviews, has continued to improve. There has been some
improvement in the timely production of draft reports although the issuing of final
reports on a timely basis still requires further attention.

Completion of the 2013/14 audit plan is still behind expected programme. Two
interim senior auditors have been recruited to work until the end of the financial
year and will continue into the first quarter of 2014/15 to ensure carry forward
work from the 2013/14 audit plan to 2014/15 is completed early in the new audit
plan year.

Two permanent senior auditors commenced work at the beginning of January
2014 which now brings the internal audit section to a full complement of staff.
The audit reviews being delivered by these new permanent and temporary staff is
predominantly at fieldwork stage. The positive impact on audit plan delivery will
start to be reflected in the audit plan completion statistics in the next two months.

Development of the Internal Audit Section

The Audit Section will be peer reviewed at the end of February 2014 by the Head
of Governance from London Borough of Croydon, ,. This assessment will review
our compliance with the new Public Sector Internal Audit Standards and the
outcome will be reported to the May Committee.

Recommendation

Members are asked to note the update report.
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Main Report

Current Position

1. Since the last update to the Audit & Risk Management Committee in
December 2013, five main audit reviews have been finalised, all of which
resulted in Green assurances. These reviews are identified in Table 1 below.

2. Audit report summaries from these reviews will be circulated separately to the
Audit & Risk Management Committee and the Chairman and Deputy
Chairman of the relevant Service Committee prior to the meeting. The
detailed internal audit report can be provided to members of this Committee

on request.
Table 1 Red | Amber | Green | Total
Green Assurance Audit Reviews recs. |recs. recs.
City Surveyor’s
Recoverable Works - - 1 1
City of London Police
City First Project - - 1 1
Barbican Centre
Business Continuity Planning - 1 9 10
City of London School
Teaching and Non-Teaching Recruitment - - 3 3
Open Spaces ] 3 16 19
Fleet management

3. Internal audit work is conducted and reported in accordance with the Public

Sector Internal Audit Standards with no impairment to independence or

objectivity.
Audit Work Delivery

4. Delivery of the 2013/14 plan, as at the end of January 2014, is set out in

Table 2 below.
Current | Not Draft Final / %

Table 2 Plan Started Planning | Fieldwork Report Complete | Complete
Full Reviews 97 15 14 26 7 35 43%
Spot checks & Mini

Assurance Reviews 82 28 13 9 3 29 39%
Irregularity Investigations 8 0 0 1 2 5 88%
A&l/support reviews 6 1 2 2 0 1 17%
TOTAL 193 44 29 38 12 70 42%
KPI1 1 (% completed) 42%
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Since the 2013/14 audit plan was agreed at the 5" February 2013 Audit and
Risk Management Committee, there have been a number of changes which
have been agreed with management. Since the last update report to
Committee one audit review has been added to the audit plan for the current
year, with two reviews deferred from the current year’s audit plan due to the
on-going impact of investigation work. The additional and deferred reviews
are set out below.

Main Audit Reviews added to the 2013/14 Audit Work Programme

Department Review

Corporate Review of February and March orders
and invoices for advance purchases.

Main Audit Reviews removed from 2013/14 Audit Work Programme

Department Review

City Surveyor's Department Miscellaneous Income collection and
Debt Recovery

City Surveyor’s Department Rents Lettings and Vacancies

The reasons for changes since the plan was agreed are detailed in Appendix
1. This appendix sets out all Audit plan changes that have been made since
the 2013/14 audit plan was agreed as a result of audit planning meetings with
senior management and re-assessment of audit priorities, resources and
suitable timing of audit work. Changes over the last 3 months are highlighted
in bold within the Appendix.

The following main reviews are at draft reporting stage and will be reported to
the Committee shortly:

Department Review

Police Third Party Payments

City of London Freemen's School | Teaching and Non-Teaching Staff
Recruitment (incl. Temp Staff)

Chamberlain’s Department Control of Spreadsheets
Corporate Wide Contractor Final Account Verification
Chamberlain’s Department Business Rates — ICT Hosting
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8.

Details of main audit reviews planned for the next quarter (January 2014 to
March 2014) can be provided to Members on request.

Internal Audit Section Performance

9.

10.

11.

12.

A review of the performance of the internal audit function is provided in
Appendix 2. Analysis of audit days delivered for the 2013/14 planning period
is provided in Appendix 3.

In summary, the performance level in implementing audit recommendations
confirmed by formal follow-up reviews has continued to improve. There has
been some improvement in the timely production of draft reports although the
issuing of final reports on a timely basis still requires further attention.

Completion of the 2013/14 audit plan is still behind programme. Two interim
senior auditors have been recruited to work until the end of the financial year
and into the first quarter of 2014/15 to ensure carry forward work from the
2013/14 audit plan to 2014/15 is completed.

Two permanent senior auditors commenced work at the beginning of January
2014 which now brings the internal audit section to a full complement of staff.
The audit reviews being delivered by these new permanent and temporary
staff is predominantly at fieldwork stage, so that the positive impact on audit
plan delivery will start to be reflected in the next two months.

Development of the Internal Audit Section

13.  The Audit Section will be peer reviewed at the end of February 2014 by the
Head of Governance from London Borough of Croydon. This assessment will
review our compliance with the new Public Sector Internal Audit Standards
and the outcome will be reported to the May Committee.

Conclusion

14.  Internal audit’s opinion on the City’s overall internal control environment is that

it remains adequate and effective. Some areas of control do need focused
improvement by management, as identified through amber recommendations
made within internal audit reports. As a result of additional investigation work,
some areas of the audit plan have been re-prioritised or re-scheduled, with
additional interim auditor resource now secured to maintain adequate audit
coverage. The internal audit section is now at full complement, with additional
resources in place to ensure adequate internal audit coverage is maintained.
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Background Papers:
2013/14 Internal Audit Plan

Paul Nagle
Head of Audit & Risk Management

T:020 7332 1277
E: Paul.Nagle@cityoflondon.gov.uk
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GOT obed

2013/14 Audit Plan Changes since March 2013

1 —Reviews Cancelled/Deferred

Internal Audit Update Repo